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Abstract. The aim of the article is to reveal the essence of
the mechanisms and information tools used by the Russian
Federation during the Russian-Georgian war in August 2008;
to analyze the main components of information operations
and to reveal each component of information support of
Russia’s invasion of Georgia in 2008. It should be noted that
the Russian Federation actively fought for control over the
information space in order to obtain geopolitical dividends,
and the main goal of Russia’s information operations was
to form an opinion among the international community
about the aggressor state Georgia, which began hostilities
against another ethnic minority on its own territory. Research
methods: structural and functional analysis, search, formal-
logical, system-structural, analytical. Main results: practical
examples of information operations conducted by the
Russian Federation during the Russian-Georgian military
conflict in August 2008 are analyzed; the information
operation’s main components: computer network operations,
electronic warfare, military deception, operational security,
psychological operations that accompanied the kinetic
operations of the conflict’s parties are identified and studied.
The study reveals the fact of Russia’s thorough information
preparation for the war, implementation of multifaceted
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anti-Georgian information «throw-ins» and struggle for the
world’s information space control. Concise conclusions: the
Russian-Georgian war of August 2008 showed the growing
influence of information war and revealed a number of
Russia’s Armed Forces shortcomings in this area at the same
time. The conflict accelerated the Russia’s military reform
implementation, which has taken into account the latest
information technology advances. The Russian side pushed
Georgian President Mikhail Saakashvili to the war, which
Russia used to strengthen its international influence. The
Russian Federation succeeded in suppressing the Georgian
leadership’s communication with its own citizens and outside
the world, and a brief Internet confrontation between Russian
and Georgian hackers sparked widespread debate about the
power of the Internet to influence the public opinion during
the conflict. Practical meaning: the article materials can form
a theoretical basis for the formation and implementation
of various methods of counteracting the information and
psychological influence of the Russian Federation in the
post-Soviet space. Originality: a comprehensive study of the
sources devoted to the theme of the Russian-Georgian war
in August 2008 is carried out and introduced into scientific
circulation. The information war is a part of Russia’s hybrid
war. This was confirmed by the statement of General Valery
Gerasimov that «the political goals of the 21* century can be
achieved by non-military and informational means» and «the
operation to force Georgia to peace» has revealed the lack
of common approaches for the use of Armed Forces outside
the Russian Federation». Scientific novelty: for the first time
an extended analysis of historical sources that described the
information operations conducted by the opposing sides
during the Russian-Georgian conflict in 2008 is carried out. In
Ukrainian historiography, this problem has not been studied
yet. Russian publications were not used because of their bias.
TBype of article: descriptive-analytical.

Keywords: Information warfare; Geopolitics; Hybrid war;
Russian aggression; Post-Soviet space.
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Indopmaniiini onepauii ik roJ10BHA
CKJIAJI0BA POCIMCHKOI arpecii mporu
I'pysii y cepnni 2008 poky

A. I. Copokiscbka-00ix00
ORCID: 0000-0002-4413-9480
ariadnasor@ukr.net
Hayionanvna axademis cyxonymuux 6ilicbK imMeHi
eemvmana Ilempa Cazatioaunozo
eyn. I'epoie Matioany, 32, m. Jlvsis, Ykpaina, 79026

AHoTtauisi. Mema cmammi: PO3KPHTH CYTh MEXaHI3MiB Ta
lH(bOpMaLIII/IHI/IX IHCTPYMEHTIB, SIKi BHKOPHCTOBYBaJIa PO
i 4ac pociiichko-rpy3uHChKoOi BiliHu y ceprnni 2008 p.,
NPOBECTH AHAJI3 OCHOBHHMX CKJIAJIOBHX 1H(OpMALiHIX
orepariiii Ta pO3KpUTH KOXKHY CKJIaJOBY iH(OpMAI[HOTO
CymnpoBOmIy pociiicekoro BropraeHHsA 10 [pysii y 2008 p.
Bapro 3a3Haumtn, mo P® axtmBHO Bema OopoThOy 3a
KOHTPOJIb Haja 1H(QOpPMAILifHUM TPOCTOPOM 3 METOIO
OTPUMAaHHS TCOMOJITHYHMX JIMBIICHMIIB, & TOJIOBHOIO
Meroro iH(opmarniiinnx onepauii P® crano dopmyBanHs
Yy MDKHapOHOI CHUIBHOTH JYyMKH TIPO JIepKaBy-arpecopa
Ipysito, sika posmovana Ha BIAcHiH TepuTopii OoiOBI il
MIPOTH 1HIIOI €THIYHOI MEHIIMHU. Memoou O0CHiO#CeHHs:
CTPYKTYPHO-(BYHKITIOHATbHIN aHaII3, TIOTITYKOBHUH,
(opMaITbHO-JIOTTYHUIA, CHCTEMHO-CTPYKTYPHHI,
aHamiTHaHuil. OCHOBHI pe3ynvbmamu: TPOBEICHO aHalli3
MPaKTHYHUX TIPUKIAB  iHQOpMALIMHUX —oOreparii, sKi
npoBommina Pociiiceka @enepamis mmim 4Yac pOCIHCHKO-
TPY3MHCBHKOTO BiliCEKOBOTO KOH(umKTY y ceprmHi 2008 p.,
BU3HAYEHO Ta  JIOCIHI/DKEHO  OCHOBHI  KOMIIOHEHTH
iHopMmaliiHuX —omepariii: onepauii y KOMITFOTEPHHX
Mepexax, CIICKTPOHHY OOpOThOy, BOEHHHI OOMaH,
omepariiiny ~ Oe3neKy, IICHXOJIOTIYHI  omepamii, [MI0
CYIPOBOKYBAIM KIHCTHYHI oOIlepamii CTOpiH KOHQIIKTY.
VY nocmimkeHHi po3KpUTO (aKT PEeTeNhHOI iH(POPMAIHHOT
migrotopkr PO 10 BiliHM, TPOBEACHHS OaraTorIaHOBHX
AQHTHIPY3MHCBKHX 1H(OPMAIIMHUX «BKUIIB» Ta OOPOTHOY
3a KOHTPOJIb CBiTOBOTO iH(opMariitHoro npoctopy. Cmucii
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BUCHOBKU: POCIACHKO-TpY3HHChKA BiliHa ceprast 2008 p.
MOKa3ajia 3pOCTalouMid BIUIMB iH(pOpMAIiHHOI BiHM Ta
BOJIHOYAC BWSBMJIA Dsifi HelomikiB 30poinux Cun PO
y miit cdepi. KoHITIKT MpUCKOPUB MPOBEICHHS POCIHCHKOT
BilicbKOoBOI pedopmu, IO BpaxyBaja HOBITHI JOCATHCHHS
B rajiysi iHdopMamiiiHux TexHomoriid. Pocificbka cTopoHa
mimToBxHyna npesuaenta [ pysii M. CaakaiuBiii 10 BiliHH,
SIKy BOHA BUKOpHUCTAJIa JJIsl TOCHJICHHS CBOTO MIKHAPOITHOTO
BIUTUBY. PD Branocs MojaBUTH KOMYHIKAIIFO KEPiBHHITBA
Ipysii i3 30BHINIHIM CBITOM Ta BIACHAMH TPOMAJISTHAMII,
a KOpOTKe TPOTHUCTOSHHS B [HTEepHETI MK pOCiiichKIMH Ta
IPY3UHCBKMMH XaKepaMH BUKJIMKAJIO IIHPOKY IlI/ICKyCiIO
Npo Cuily [HTepHeTy BILIMBATH Ha IPOMAJICHKY JYMKY Tij
vyac KoH(IKTY. [Ipakmuune 3nauenHs: Marepiallil CTarTi
MOXYTh CKJIACTH TEOPETHYHE MiAIPYHTS JUIs (hOpMyBaHHS
Ta peamizamii pi3HUX METOMIB TPOTHIIl IH(pOpMaIiiHO—
TICHXOJIOTYHOMY BIUIHBY P® Ha mocTpaassHCHKOMY IIPOCTOPI.
Opucinanviicms: TPOBENEHO KOMIUIEKCHE  JIOCHIKEHHS
JOKEpell, TPHUCBSYEHNX TEMaTHUIll POCIHCHKO-TPY3UHCHKOT
BiiiHu y ceprHi 2008 p., Ta BBEJEHO JI0 HAYKOBOTO OOITYy.
Indopmaniitna BiiiHa € yacTuHOIO TiOpumHOi BiiiHu PD.
[linTBepIUKEHHSIM [BOTO CTajla 3asiBa TeHepaia Banepis
T'epacrmvoBa mipo Te, mo «momitnaHuX Iieid XXI cromiTrs
MO)KHA JOCSITH HEBIMCBKOBUMH Ta  1H(GOPMAIIHHIMHI
3acobamu, «Ormepariis npumyiryBands [pysii 10 mupy»
BUSIBIJIA BIJICYTHICTh €IMHUX IIJIXOMIB JO 3aCTOCYBaHHS
tdopmyBanp 30poiiHmx Cunm 3a wMexamu Pociiicbkol
Oeneparii». Haykosa HosusHa: BIepIIe 3IIHCHEHO
PO3IMIMPEHNIT aHali3 ICTOPHYHUX JDKEPEN, AKi OMHCYBaId
NpPOBEICHHS  1HGOPMAIIIMHKX —OMepariii  IPOTHOOPUMMHU
CTOpPOHAMH IiJ{ Yac POCIHCHKO-TPY3MHCHKOTO KOHQIIIKTY
2008 p. B ykpaiHchkiii icropiorpadii BkazaHy npooiemMy 1ie
He JtocItipkeHo. Pociiichki myOnikartii He BUKOPHUCTOBYBAJIMCS
Yepe3 IXHIO 3aaHTaXOBAHICTb. Tunm cmammi: OIHCOBO-
QHAIITHYHA.

Kirwuosi ciioBa: iHdopmariiiina 60poTs0a; reomnoiTiKa;
ribpuaHa BiliHa; pocilicbka arpecis; IOCTpaJIsHCHKUI
HPOCTIp.
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NudopmanmoHHbie onepannm Kak
IVIABHAS COCTABJIAIOLIAA POCCHUCKOMN
arpeccuu nporus I'py3um B aBrycre
2008 roaa

A. H. Copoxueckaa-0o6uxoo
ORCID: 0000-0002-4413-9480
ariadnasor@ukr.net

Hayuonanvnas akademus cyxonymuulx 80UCK umenu
eemmana Ilempa Caeatioaunoco
ya. I'epoes Matioana, 32, 2. JIveos, Yipauna, 79026

AHHOTauus. [lens cmamovu: PacKpbITh CyTh MEXaHH3MOB
1 MH(OPMAIMOHHBIX HHCTPYMEHTOB, KOTOPBIE HCTIONB30BaNIa
PO Bo Bpems pOCCHIICKO-TPY3MHCKOM BOMHBI B aBIyCTe
2008 1, NpPOBECTHM aHAIU3 OCHOBHBIX COCTaBJISIFOLIMX
MHQPOPMAIMOHHBIX ~ OMEpalMid M PACKpPBITh  KaKIIyIO
COCTABISIIOIYI0  MH(OPMAIMOHHOTO  COIPOBOXKICHUS
poccuiickoro BropskeHuss B Ipysuro B 2008 1 Crour
OTMETHTh, 4To P® akTnBHO Bena OGOprOy 32 KOHTPOJIb Haj
MH(POPMAIMOHHBIM TIPOCTPAHCTBOM C HENBIO  TOyYEHHUS
TEOTOJINTHYECKUX ~ MBHACHIOB, a IJIABHOM  LEJBIO
nHpopMaImoHHEIX  omneparmii PO cramo ¢dopmupoBaHme
y MEXIyHapoOIHOrO COOOIIECTBA MHEHHs O TOCyHapCTBe-
arpeccope [py3um, Kkotopas Hayaja Ha COOCTBEHHOM
TEPPUTOPHH OOCBBIC ACHCTBHUS MPOTUB JAPYrOro 3THHYECKOTO

MEHBIIMHCTBA.  Memoowbl  ucciedosanus: — CTPYKTYpHO-
(YHKIIOHATBHBIA ~ aHAMW3, TIOMCKOBBIA,  (pOpMAITHHO-
JIOTUYECKUH,  CUCTEMHO-CTPYKTYPHBIH,  QHAIUTHYECCKHUM.

OcHosnvle pe3ynvmampl: TIPOBEACH AHAIN3 IMPAKTHYECKUX
MPUMEPOB MH(OPMALIMOHHBIX OIEpalnii, KOTOPBIE IIPOBOJIHIIA
Poccuiickass denepatusi BO BpeMsi POCCHUICKO-TPY3HHCKOTO
BoecHHOTO KoH(mkTa B aBrycre 2008 T, ompemencHbI
W WCCIIEZIOBAaHBI OCHOBHBIE KOMIIOHEHTHI MH(OPMAITMOHHBIX
OTIepAIMii: OIepaIlfii B KOMITBIOTEPHBIX CETAX, MEKTPOHHAS
00pb0a, BOCHHBI OOMaH, OINCPAIMOHHAS OE30IaCHOCTb,
TICUXOJIOT MYECKHUE orepary, COIPOBOXKIAIOIIINE
KUHETHYECKHUE OTepalii CTOpOH KoH(umKTa. VcenenoBanne
packpeiBaecT  (akT  THIATCNBHOM  MH(OPMALOHHON
noarotoBku P®D k BoOMHE, MpPOBEIEHHME MHOIOILIAHOBBIX
AQHTUTPY3UHCKUX WH()OPMAIMOHHBIX «BOPOCOB» W OOpPHOY
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32 KOHTPOJIb MHPOBOIO MH(OPMAIMOHHOTO IPOCTPAHCTBA.
Kpamxue 6b1600b1: POCCUHCKO-TPY3UHCKasi BOIHA aBrycTa
2008 1 moKazana pacTyiuee BIMSHHE HH(OPMAIOHHOH
BOMHBI ¥ OJHOBPEMEHHO BBIABWJIA Psii HEJOCTATKOB
Boopyxennsix Cun PO B 310ii chepe. Kordmukr yckoprn
TIPOBEICHUE POCCHHCKON BOCHHON pPEOpMBI € yUIETOM
HOBEHIIIMX JIOCTIDKEHMH B o0nacTd MH(OPMAIMOHHBIX
TexHonoruil. Poccuiickasi cTopoHa MOATONKHYNA NPE3UIeHTa
I'py3un M. CaakamBuii k BOMHE, KOTOPYIO OHA HCIIONB30Baa
JUISL YCWJICHHSI CBOETO MEKIYHAPOJHOTO BIMSHUA. PP
yHajoch TIOAABUTh KOMMYHHKALIMIO PYyKOBOZACTBA Ipy3mu
C BHEIIHUM MHPOM M COOCTBEHHBIMH TPaKIaHAMU,
a KOpOTKOE€ MpOTHUBOCTOsIHME B IHTepHeTe MexIy
POCCHICKUMHU U TPY3UHCKMMH XaKepaMH BBI3BAJIO LIUPOKYIO
JCKyccHio 0 cwie VIHTepHeTa BIMSTH Ha OOIIECTBEHHOE
MHEHHE BO BpeMsi KOH(IMKTA. [Ipakmuueckoe 3HaueHue:
Mareprabl CTaTbl MOTYT COCTABUTH TEOPETUUECKYIO OCHOBY
Juist (DOPMHUPOBaHMSI M peajv3alii Pa3NYHbIX METONOB
MIPOTUBOJCHCTBUS MH(POPMALMOHHO-TICHXOJIOTHYECKOMY
Bo3zielicTBI0 PD Ha MOCTCOBETCKOM HPOCTPAHCTBE.
OpueunansHocms: TPOBEACHO KOMIUIEKCHOE HCCIIEJIOBAaHUE
HCTOYHUKOB, TIOCBSIICHHBIX TEMATHKE POCCHHCKO-TPY3NHCKOH
BoiHEI B aBrycre 2008 T. W BBeEHO B HAaydHBI OOOPOT.
WudopmaronHast BoliHa SIBISIETCS YaCThIO THOPHIHOW BOIA-
Hbl PO. IlonreepxaeHUMEM 3TOrO CTAO 3asBJICHUE IeHepala
Banepus I'epacumoBa 0 TOM, UTO (IIOJUTHYECKHX Lieei
XXIBekaMOXHO TOCTHYb HEBOCHHBIMH M HH()OPMAIIIOHHBIMU
CPE/ICTBAMI», a «OMepanysi IO TPHHYXICHUIO [py3un
K MHpY» OOHapyXuia OTCYTCTBHE EIMHBIX IIOAXOJOB
K mnpuMeHeHnto (opmupoBanuii  Boopyxkenubix Cuin 3a
npeaenamu Poccuiickoit @enepatmny. Hayunas HoeusHa:
BIEPBBIC OCYILECTBIIEH PACIIMPEHHBIN aHAJIN3 UCTOPUUECKUX
MCTOYHMKOB, ONHCHIBAIONIMX MPOBEICHNE MHPOPMAIIMOHHBIX
orepanyii  MPOTHBOOOPCTBYIONIMMH CTOPOHAMH BO BpPEMSI
poccwuiicko-rpy3uHckoro koHpmukTa 2008 T. B ykpanHckon
uctoprorpaduy ykasaHHas IpoOieMa elle He MCCIIeoBaHa.
Poccuiickue myOnmvkanMyM  HE  MCHOJB30BAIMCH — M3-32
X 33aHTQKUPOBAHHOCTU. Tunm cmamby: ONHUCATEIBHO-
AQHAIUTHYECKASL.

KiioueBble  ciaoBa:  umHQOpManmoHHas  Oopb0a;
T€OTIONINTHKA; THOpHUIHAS BOWHA; POCCHHCKAs arpeccus;
MIOCTCOBETCKOE MPOCTPAHCTBO.
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Formulation of the Problem. The main goal
of the Russian Federation is military and political
dominance in the post-Soviet space, which is achieved
through the «strong state concept» use. This policy is
implemented through the creation of «buffer zones»
and «instability zonesy; redistribution of the spheres of
influence; splitting of the existing unions; preventing
the creation of new unions; acquisition of new markets.
Georgia is one of the «strong state concept» realization
objects. The Russia’s regular military units invaded
Georgia in August 2008. Under the international law,
these actions fall under the military aggression. The
Russian military actions were performed under the
slogan «operation to force Georgia to peace» and were
carefully planned and prepared by the top military and
political leadership.

Historiography. The amount of scientific works
related to the subject of our research is so significant
that it is impossible to cover it in full in one article, so
we will mention the most significant ones. In Ukrainian
historiography, this problem has not yet been studied.
Russian publications are not used because of their bias.
Polemic with Russian researchers may be the subject
of a separate study. Immediately after the end of the
conflict began the scientific processing of the results
and consequences of the hostilities in Georgia in 2008.
Of particular interest among Western researchers was
the conflict sides’ information operations conducting
that accompanied the hostilities. The following works
are devoted to the Russian-Georgian August 2008 war:
«The Russian Military and the Georgia War: Lessons
and Implications» (Cohen, A. & Hamilton, R., 2011),
«The 2008 Russian Cyber Campaign Against Georgia»
(Shakarian, P., 2011), «The Bear Went Through the
Mountain: Russia Appraises its Five-Day War in South
Ossetia» (Thomas, T., 2009), «Russia’s Conventional
Armed Forces and the Georgian War» (McDermott,
R., 2009), «Russia’s Rapid Reaction: But Short War
Shows Lack of Modern Systems» (Nicolle, A. 2009),
«Russian’s War in Georgia: Causes and Implications
for Georgia and the World» (Cornell, S., Nilsson, N.,
Popjanevski, J., 2008), «The New Cold War: Putin’s
Russia and the Threat to the West» (Lucas, E., 2009),
«Russian Propaganda War: Media as a Long- and Short-
range Weapon» (Rogoza, J., 2008), «Cyberwar Case
Study: Georgia 2008» (Hollis, D., 2011).

The Aim of the Study is to reveal the mechanisms
and information tools essence used by the Russian
Federation during the Russian-Georgian war in August
2008, to analyze the information operations main
components and to reveal each component of military
operations information support.

The Main Material and Results. The information
war is a part of Russia’s hybrid war. This was confirmed
by the statement of General Valery Gerasimov that

DOI 10.15421/26210414

«the political goals of the 21* century can be achieved
by non-military and informational means and «the
operation to force Georgia to peace» has revealed
the lack of common approaches for the use of Armed
Forces outside the Russian Federation» (Gerasimov,
V., 2013). Tensions between Russia and Georgia began
long before the start of the 2008 Russian-Georgian
war. A stimulating factor was the election of pro-
Western President M. Saakashvili in 2004, under whose
leadership Georgia applied to join NATO. Although
South Ossetia is part of the internationally recognized
territory of Georgia, it is ruled by Russian-backed
separatists whose main goal is to split Georgia and
assert Russian control over the strategically important
South Caucasus (Cohen, A. & Hamilton, R., 2011, c. 4).
Even before the official start of hostilities a
struggle began between the parties to control the
information space. Thanks to the use of more powerful
resources, the Russian Federation managed to gain
a partial advantage and form in the international
community the opinion about the aggressor state
Georgia, which began fighting against another ethnic
minority on its own territory. Although the international
community condemned Russia for its aggression
against Georgia, thanks to successful Russian
information operations, part of the responsibility for
the start of hostilities was placed on the then Georgian
government. Russia’s military aggression against the
independent state of Georgia was conducted under
the slogan «operation to force Georgia to peace»
and was presented in the information space as a
«fair» response to the Georgian shelling of the South
Ossetian capital Tskhinvali and the facts of the deaths
of Russian peacekeepers. In turn, Georgia insisted that
the Georgian actions were provoked by the movement
of a significant number of Russia’s regular military
units through the Roki tunnel in South Ossetia.
During the war, both sides used tactics that contained
the main components of information operations:
computer network operations, electronic warfare,
military deception, operational security, psychological
operations (Nicolle, A., 2008, pp. 23-27).
Computer network operations. It is generally
accepted that information is power and more and more
information necessary for decision-making is digitized
and transmitted through computer networks and other
electronic devices. Computer network operations
are purposeful actions that are aimed at the using
and optimizing these networks in order to improve
human efforts in war conditions, achieve information
superiority and deny the enemy this ability. They
include a broad concept of military calculations for
receiving strategic benefits from computer networks
use. According to the American «Joint Publication 3—13
Information Operations» computer network operations
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include computer network attack (actions aimed at
destroying, denying or violating enemy information),
computer network defense (actions to protect, monitor,
analyze, detect and respond to network attacks,
intrusions, failures or other unauthorized actions that
may jeopardize or damage information systems and
security networks) and computer network exploitation
(intrusion into the enemy’s network in order to extract
confidential information) (Joint Publication 3—13,
2012).

The Russian-Georgian war of 2008 was a
particularly interesting example of computer network
operations. Some of the events that took place provide
a unique insight into Russia’s strategic and tactical
operations, highlighted security vulnerabilities and
initiatives for computer networks protection. From
the very beginning, the Russia’s leadership denied
the computer network operations participation that
took place before and during the wartime. However,
the head of the National Security Council Georgian
Eka Tkeshelashvili in 2009 stated that there is a
lot of evidence of Russia’s organization and direct
involvement in computer attacks (Shachtman, N.,
2009).

Even before the start of hostilities on July 20,
a cyber attack had been carried out — the website of
Georgian President M. Saakashvili was blocked for 24
hours (Independent International Fact-Finding Mission
on the Conflict in Georgia Report, 2009, Vol. IL, p. 218).
The planning of these attacks was carefully prepared
in advance. The US Cyber-Consequences Unit report
stated that when cyber attacks began, they did not
involve any stage of reconnaissance or mapping, but
went directly to using the tools that were best suited
to disrupt websites. This indicated that the necessary
reconnaissance and attack scenarios had already been
done in advance (Bumgarner, J. & Borg, S., 2009, p.
3). Despite the published report, the Russian leadership
further denied any involvement in the cyber attacks
conducting due to difficulties in identifying the exact
sources of network attacks.

On August 7, at the same time as Russian Armed
Forces units crossing the border, a cyber attack was
carried out against Georgia, which had a Russian trace.
Several Georgian servers and Internet traffic were
seized and relocated under external control. Russian
cyberspace actions continued during the following war
days and became the first large-scale coordinated cyber
attack to take place in parallel with and complementary
to a conventional military offensive (Hollis, D., 2011).
The targets of the cyber attack were the websites of
the government, financial, business institutions and the
Georgian media. The main purpose of the cyber attack
was to support the Russian invasion of Georgia. As a
result, communication between the government and

the public deteriorated; many payments and financial
transactions were suspended; there was confusion about
the situation development; the Georgian government’s
efforts to disseminate information about the invasion
were thwarted; the government was deprived of many
information sources; it became more difficult to inform
the outside world about what was happening, reducing
the chances to receive the outside help, the Georgian
government’s ability to resist the Russian invasion was
thwarted (Shakarian, P., 2011, p. 63).

The measures of the «first phase» of the
DDOS attack (distributed denial of service) were
carried out by botnets and were aimed at Georgia’s
news and government websites. This coordination
strategy allowed Russia to effectively block lines of
communication between the Georgian government
and the population, and deprived Georgia’s ability to
communicate within the country and with the outside
world during hostilities (Shakarian, P., 2011, p. 64).
These cyber attacks continued throughout the Russian
offensive. After the introduction of Russian troops
into Georgia, the «second phase» began, with attacks
on a number of government, educational, financial
and media sites (including the BBC and CNN). In
turn, international banks, wanting to reduce losses,
stopped banking operations in Georgia during the
conflict. Georgia’s banking system did not work for
ten days. This cut off mobile services in the country,
further isolating Georgia from the rest of the world.
By attacking Georgia’s business sites, Russian hackers
aimed to inflict similar economic damages (Shakarian,
P, 2011, p. 66). The Russian side also created a website
«StopGeorgia.ru», which contained instructions for
ordinary users on how to quickly and easily conduct
cyber attacks against the Georgian side. This allowed
to attract more Russian users to cyber attacks.

In response, the Georgian side moved websites
to the «blogosphere» under the shield google.com,
and also used the Poland President website, which
allowed to manage the work of websites and helped to
communicate with the outside world. The cyber attacks
were carried out with an interval of 30 minutes, they
began at about 17:15 on August 8 and ended at about
12:45 on August 11 when Russia announced a ceasefire
(Cohen, A. & Hamilton, R., 2011, p. 45).

A Project Gray Goose Phase II report was
published in March 2009, revealing more links between
the Russian government and the cyber attack on
Georgia. The report describes the involvement of the
Russian youth political group «Nashi» in the Georgian
cyber attacks. The so called Democratic Anti-Fascist
Movement «Nashi» is a youth organization funded
by the Russian government. The report details the
opening of the «StopGeorgia.ru» online forum on
August 9, 2008, which was a virtual list of cyber-targets



in Georgia and malware software. After conducting a
study of IP addresses in the report, it was concluded that
the website «StopGeorgia.ru» was probably created by
agents of GRU of the General Staff of the Armed Forces
of the Russian Federation. Thus, Russian military
intelligence compiled a list of targets for groups of
hackers who carried out cyber attacks after the start
of the military invasion (Grey Goose Phase 11, 2009).

Electronic warfare. According to «Joint
Publication 3—13 Information Operations» electronic
warfare is the electromagnetic spectrum and
directed energy use to control the electromagnetic
environment, attack the enemy and prevent enemy
attacks. The main goal is to deprive the enemy of the
advantage and provide friendly unimpeded access to
the electromagnetic spectrum. Electronic warfare can
be carried out from the ground, water, air and space
using manned and unmanned systems, aimed at people,
communications, radar, military and civilian objects.
The electronic warfare includes electronic attack
(actions called «jamming» of communication systems
and radar systems), electronic protection (actions aimed
at protecting friendly forces from electronic attacks
by the enemy) and electronic warfare support (actions
to detect, intercept, identify, locating and localizing
sources of electromagnetic radiation) (Joint Publication
3-13,2012).

It is worth noting the inconsistency of standards,
imperfection and inefficiency of Russia’s electronic
warfare during hostilities. The weakness of Russian
units was electronic protection, which created the safe
use of the electronic spectrum by friendly forces. The
command and control of the Russian forces were
disorganized due to poor communication. Radio
communication did not work, leaving divided Russian
units in electronic isolation on the battlefield (Thomas,
T. 2009).

The prevailing capabilities of Georgian
communications and electronic warfare units muffled
the Russian communications. Russian units were
unable to effectively counter the Georgian side’s
electronic attacks and used less secure means of
communication (mobile phones). As an example,
the Russian commander of the 58th Army general
Anatoly Khrulev used a satellite phone borrowed from
a journalist to communicate with units and was later
injured as Georgian guidance systems found signals
from Russian radios and mobile phones and destroyed
them (Nicolle, A., 2008; McDermott, R., 2009).
Mobile phones used by Russian commanders instead
of obsolete Soviet radio stations often transmitted
their signals through Georgian-controlled local South
Ossetian networks (Cohen, A. & Hamilton, R., 2011).

Another Russian Armed Forces weakness was
electronic warfare support: due to the lack of space

DOI 10.15421/26210414

and electronic intelligence data, they didn’t know
the Georgian units exact location and used outdated
topographic maps. Russian operations were complicated
by the lack of satellite targeting for artillery support,
as in August 2008 the grouping of satellites of the
Russian global navigation system GLONASS had
not yet been completed and deployed units were not
provided with receivers. Russian servicemen used
compasses and maps. Due to the lack of satellite
targeting for artillery support, it was not possible to
use high-precision weapons and accurately control
artillery fire (McDermott, R., 2009).

In addition, outdated equipment of the friend-or-
foe recognition system was used, which led to numerous
losses due to firing at friendly units (McDermott, R.,
2009). Russian electronic attacks of silencing the
enemy’s air defense system were also unsuccessful:
Georgian air defense systems destroyed four Russian
aircraft (a Tu-22M3 strategic bomber and three Su-25
attack aircraft). Due to the lack of intelligence data
on the presence of Soviet-made SAMs ZRK «Osa»
9K33 (Soviet classification GRAU) and ZRK «Buk»
9K37 (Soviet classification GRAU) in Georgia, the
Russians failed to neutralize these weapons in time.
Russian ground forces were badly hit by Georgian
SAMs. Also, the Russian side did not have aircraft
capable of night operations, and Georgian aircraft
operated around the clock. Due to the lack of means to
silence the enemy’s air defense system, Russian units
failed to achieve air dominance and provide adequate
support to the ground forces, which demonstrated the
significant shortcomings of all components of electronic
warfare. Dominance in the air was achieved only after
the capture of Georgian air defense facilities by Russian
ground forces at the end of the conflict (Nicolle, A.,
2008).

Military deception. The «Joint Publication
3—13 Information Operationsy states that military
deception is the activity of deliberately misleading
decision-makers, creating favorable conditions for
friendly forces and harming the enemy in order to
gain an advantage in hostilities. These actions are
closely related to operational security, which allows
to hide from the enemy important information about
opportunities, limitations, intentions and activities
or provide a plausible alternative explanation of
details that the enemy may observe, while deception
reveals false information to introduce the enemy
delusion. Military deception is achieved by creating
or intensifying an artificial fog of war (uncertainty
about own capabilities and intentions and the enemy’s
intentions during hostilities) through visual deception
and psychological operations (Joint Publication 3—13,
2012).
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Russia actively uses the practice of denial and
military deception (disguise), which is an integral part
of military planning and operations in peacetime and
during hostilities. Disguise is defined as a form of
support for hostilities and daily activities of troops
(forces). It is a set of interrelated organizational,
operational, tactical and engineering measures used
to hide units and structures from the enemy in order to
mislead him about the presence, location, composition,
status, actions and intentions of friendly forces
(McDermott, R., 2009).

In the spring of 2008, Russia significantly
increased the number of peacekeeping forces in
Abkhazia, increasing tensions in the region (Blandy,
C., 2009). Even before the start of the 2008 war,
Russian forces attacked Georgian villages, destroying
drones and radars to provoke Georgia into conflict. The
Russia’s military units build-up was carried out before
the start of the conflict. Russia conducted large-scale
military exercises «Kavkaz-2008» near the Georgia’s
borders and after they ended, Russian units did not
return to their permanent deployment places, but
remained in the training areas. The concentration of
Russian units near the border with Georgia was aimed
at involving the Georgian leadership into the armed
conflict (Cornell, S., Nilsson, N., Popjanevski, J., 2008).

The Russian media played a key role in deceptive
propaganda spreading. Thus, «Channel One» showed
an interview with an allegedly Abkhazian pilot who
destroyed a Georgian UAV on April 20, 2008, which
supposedly could indicate preparations for a possible
Georgian invasion of Abkhazia. The Russian side used
this fact to justify the number of Russian peacekeepers
increase, as well as additional units, equipment and
weapons. Mass propaganda continued in the following
months, when the media reported about the gathering
of Georgian forces near the Abkhazian border. In
July 2008, «Channel One» reported that Georgia
was planning an invasion of South Ossetia, trying to
convince the public that the aggressive Saakashvili
should be stopped (Lucas, E., 2009).

The illegal distribution of Russian passports
among Georgian citizens in the conflict regions
(Abkhazia and South Ossetia) also played an important
role. Thanks to «passportisation» campaign the
Russian leadership was able to justify participation
in hostilities on the territory of Georgia as «protection
of Russia’s citizens» from Georgian aggression. In
fact, the Russian-Georgian conflict of 2008 was an
organized military deception campaign aimed at
increasing Russia’s geopolitical influence in the South
Caucasus. There were not only regional events that
indicated that the Russian Federation was carefully
planning a «five-day war». The Defense Academy
of the United Kingdom report states that several

reliable Abkhazian sources informed about the Russian
offensive preparations in August 2008 on Georgian
units in the Kodori Gorge (controlled by Tbilisi) and
provided more accurate information on who, where and
when will attack Georgian units (Blandy, C., 2009).

Operational security is an ongoing process
that is used to control information and encompasses
physical, informational, computer and communication
security to identify and protect critical information.
Operational security consists in protecting individual
data pieces that can be summarized and grouped
to obtain a broader situation picture. This process
result is the countermeasures development (technical
and non-technical) such as software use to encrypt
e-mail, precautions against eavesdropping, careful
study of photos background elements and posts on
social networks. This process identifies specific
information that needs to be protected and consists
of identification of critical information (information
that the adversary can use to its advantage), analysis
of threats (identifying potential adversary capabilities),
analysis of vulnerabilities (studying each aspect of
the planned operation to identify indicators that can
disclose important information), assessment of risk
(determination of the threat level), application of
countermeasures (reduction of risks that will pose
the greatest operations threat) (Joint Publication 3—13,
2012).

The operational security was observed among
the Russian units. On March 11, 2007, a Georgian-
controlled Kodori district was attacked by a helicopter.
The Russians denied any involvement stating that
the attack was a Georgian provocation. The United
Nations Observer Mission in Georgia investigation
acknowledged Russia’s responsibility for the incident.
On August 6, 2007, a Russian pilot violated Georgian
airspace and attempted to destroy a radar installation.
Russia denied any involvement and convinced the
international community that Georgia was again trying
to provoke Russia. Subsequently, the United Nations
Observer Mission in Georgia established Russia’s
involvement in this event. On September 20, 2007,
Russian forces attacked a Georgian construction crew
near the Kodori Gorge. Georgian units responded.
Although an analysis by the Open Sources Center
found that the attack was carried out by Russian and
Abkhazian troops, Russian and Abkhazian officials
denied the incident. The Abkhazian side refused the
request to investigate this incident by United Nations
Observer Mission in Georgia with the aim to hide
the presence of Russian troops from the international
community (Open Source Center, 2009).

Psychological operations are planned operations
of information transfer to influence the target audience,
the main purpose is to change enemy’s behavior and



create a favorable environment for the organizer of
the operation. Types of psychological operations are
propaganda and disinformation disseminated through
visual, audio, audiovisual, print and electronic media
at the strategic, operational and tactical levels (Joint
Publication 3—13, 2012).

During the Russian-Georgian war in August
2008, Russia conducted psychological operations on
several target audiences: Georgian President Mikhail
Saakashvili, the Georgian people, the Georgian armed
forces, the United States, NATO and the international
community. The Russian side created strong enemy
images. For this purpose, the concepts of «we» («our
state / homeland / nation») and «they» (enemy, foe)
were used. The pro-government Russian media
consistently adhered to the Kremlin’s official line, using
the term «we» to consolidate the Russian community
and create the solidarity between the author and the
reader (for example, «we lost about 80 people killed»,
«our people are being killed in Ossetia»). The main
target was pro-Western President Mikhail Saakashvili,
who sought Georgia’s membership in NATO, which
was strongly opposed by Russia. The General Staff of
the Armed Forces of the Russian Federation developed
a detailed plan to encourage Saakashvili to engage in
ill-considered military action and thus demonstrate
his instability as a NATO partner, while creating a
pretext for Russia’s invasion of Georgia. For this
purpose, the theory of reflexive control (control of
the decision-making process by the opponent) was
used at the strategic level. Control over the opponent’s
decision-making, which is the formation of a certain
behavioral strategy towards him with the help of
reflexive interaction, is achieved not directly, not by
force, but by giving the opponent the basis according
to which he can logically make his own decision, but
such that will be favorable for the other side (Blandy,
C., 2009).

On August 13, 2008, the official newspaper of
the Ministry of Defense of the Russian Federation
«Krasnaya Zvezda» published a detailed psychoanalysis
of Mikhail Saakashvili, which stated that «he has a
paranoid disorder of a hysteria personality type with a
narcissistic complex, he considers the world around him
as a hostile environment» (Ruchkin, V., 2008). Other
observers also noted his vulnerability. Later, United
States Secretary of State K. Rice said: «he is proud,
he can be impulsive, we are all worried that he might
allow Moscow to provoke him to use force» (Kucera,
J., 2011). The Russian side successfully exploited this
weakness by encouraging South Ossetian separatists to
shell Georgian villages in order to provoke Saakashvili
to a military response. The rapid response of Russian
units indicated a high level of readiness and careful
advance operation planning.
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Throughout and after the end of the conflict,
Russia claimed a criminal case against Saakashvili
for genocide against Ossetians and war crimes in
South Ossetia, comparing him to Slobodan Milosevic /
Radovan Karadzic (Cohen, A. & Hamilton, R., 2011).
These statements demoralized the Georgian leader
and encouraged his pro-Russian political enemies to
take action. The focus on Saakashvili was aimed to
discredit him at the international and domestic levels.
By dividing the president of Georgia and the Georgian
people, Russia sought to change the political regime
without the use of physical force. At the beginning
of the conflict, the Russian state media completely
denied the Georgian state as an aggressor, but later the
reports distinguished between the «criminal» Mikheil
Saakashvili and the Georgian people, to whom Russian
President Dmitry Medvedev expressed «fraternal»
support (Rogoza, J., 2008).

Russia sought the legitimacy of its invasion of
Georgia by influencing the international community,
calling its operation a peacekeeping operation and
countering «ethnic cleansing» and «Ossetian genocide»,
while keeping Ossetian attacks on Georgians secret.
NATO and the United States have failed to counter
Russian influence effectively. The United States failed
to defend Georgia and NATO retreated, signaling that
it was better not to interfere in the affairs of a state
under Russian influence.

The Georgian Armed Forces were an important
target audience. The usual tactical level measures of
psychological operations, such as leaflet distribution
or broadcasting directed at ground forces were not
noticed. They would have limited benefit during such a
short campaign. It can be argued that the psychological
impact of the Russian offensive speed was a decisive
war factor. The Russians refused to engage in combat in
the first clashes and advanced southward into Georgia,
causing panic among Georgian servicemen (Cohen, A.
& Hamilton, R., 2011). After about 72 hours of fighting,
during which Georgian troops demonstrated a decent
level of combat readiness, August 11 saw a sudden and
total demoralization. Georgian units lacked combat
experience and were shocked by Russia’s response
(Nicoll, A., 2008).

Results. The Russians managed to effectively
conduct psychological operations on target audiences.
They pushed Saakashvili to the war they wanted, which
they used to increase their international influence at
the expense of the United States, NATO and Georgia.
Russian forces used impressive speed to cause the
psychological collapse of the Georgian resistance and
suppressed Georgia’s communication with the outside
world, actively opposing Georgian propaganda.

Discussion. The materials of the article can form a
theoretical basis for the formation and implementation
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of various methods of counteracting the information
and psychological influence of the Russian Federation
in the post-Soviet space.

Conclusions. The Russian-Georgian war of
August 2008 showed the growing impact of the
information war and at the same time revealed a number
of shortcomings of the Russian Armed Forces in this
area. The conflict also accelerated Russia’s military
reform, which will include the latest advances in
information technology. The Russian side pushed
Mikhail Saakashvili to war, which Russia used
to strengthen the international influence. Russia
has managed to suppress Georgian leadership’s
communication with own citizens and the outside
world, and a brief confrontation on the Internet between
Russian and Georgian hackers sparked widespread
debate about the power of the Internet to influence
public opinion during the conflict.

The Russian Federation builds relations with
the neighbors, as with the former colonies, without
considering them as fully sovereign states. To achieve
the goals, Russia uses separatism and irredentist claims
in neighboring states to blackmail and, if necessary,
to dismember them. Russia uses the concept of a
strong state as an instrument of foreign policy towards
Moldova, Georgia and Ukraine. The main tool in
spreading Russian influence in the post-Soviet space
is propaganda. The main goals of Russian propaganda
are declared in the documents of the country’s foreign
policy and national security: Vladimir Putin’s political
manifesto «Russia and the changing world» and
program article of the Chief of the General Staff of
the Russian Federation Valery Gerasimov «The value

of science in prediction», which highlights the main
provisions of the new military doctrine of the Russian
Federation.

Vladimir Putin sees this concept as «a mechanism
for achieving foreign policy goals without the use of
force, interference or aggression» and emphasizes the
strategic importance of «reintegration» of Russian
compatriots living abroad. He examines various
global challenges and notes that «the modern world
order and stability cannot be imagined without strong
Russia» and outlines the fundamental components of
instability — non-governmental organizations, which
are the main sources of separatism and extremism that
only destabilize countries (Putin, V., 2012).

According to the «Gerasimov’s Doctriney,
the main goals of Russian propaganda are: defense
(avoidance of «color revolutions» and ideological
treatment of the local population), offensive (influence
on Western societies through misinformation and
rumors (fabrications) spreading to protect «Russian
national interestsy»), severance of relations between
the EU and its strategic partners, paralysis of the
decision-making process in the EU and NATO
structures, creation of various myths (the United States
is going to start a war and the countries of Central and
Eastern Europe will be used as shields), the spread
of various false doctrines («post-Soviet space is a
legitimate zone of Russian influencey), discrediting
the countries of the Eastern Partnership with the use
of the Orthodox Church, public organizations and
foundations, representation of Ukraine as an aggressor
and a country with a fascist regime and promoting the
image of indomitable Russia (Gerasimov, V., 2013).
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