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HEPEIMOBA

1. BHeceno: kadenpa paaioeNeKTPOHHOT aBTOMATUKH  (I3UKO-TEXHIYHOTO
dakynbTeTy JIHIMPOBCHKOIO HalllOHAJIBLHOTO YHIBepcuTeTy iMeH1 Onecst 'onuapa

2.3aTBep[:KeHO Ta HAJAHO YMHHOCTI pIIICHHSAM BYeHOI paau JIHITPOBCHKOTO
HaI[lOHAJIBHOTO YHIBepcuTeTy iMeHi Onecs ['onuapa:

— Big «29» uepBHs 2017 p. mp. Nel5 (nepra pemakiiis);

— Bix «26» xxoBTHA 2017 p. ip. Ned (3minm);

— Bix «21» rpyans 2017 p. mp. Ne6 (pemakist Ne2, nns vabopy 2018/2019 w.p.);

— Big «21» mororo 2019 p. np. Ne9 (3minm st Habopy 2018/2019 H.p.);

— Big «21» mororo 2019 p. mp. Ne9 (penmakiist Ne3, st Habopy 2019/2020 H.p.);

— Bix «10» BepecHs 2020 p. np. Nel (pemaxiist Ned, s Habopy 2020/2021 H.p.);

— BIJI 2022p. p Ne_ (penakiisaNeS, niis vabopy 2022/2023 H.p.).

3. Po3poOnuku (podoya rpymna):

Knumenko Caitnana BojonuMupiBHa — KaHAMJIAT TEXHIYHMX HAyK, JOIEHT,
JOLIEHT Kadeapu paioeTIeKTPOHHOI aBTOMATHUKH, (PI3UKO-TEXHIYHOTO (HaKyIbTETy
JTHY;

Manaituyk Banentun I[laBmoBud — [JOKTOp TEXHIYHMX HayK, Mpodecop,
3aBiyBayd Kaeapu paaioeIeKTPOHHOI aBTOMATUKH, (DI3UKO-TEXHIYHOTO (DaKyJIbTETY
HAHY;

[Terpenxo Onexkcanap MukonailoBUY — JOKTOp TEXHIYHUX Hayk, npodecop,
npodecop kadeapu pagioeseKTPOHHOI aBTOMATUKH, (PI3UKO-TEXHIYHOTO (DaKyJIbTETy
HAHY;

JIucenko Hatanis OnexkcaHipiBHA — KaHAUIAT TEXHIYHUX HAYK, JOIEHT, JOLICHT
Kadeapu paaioeneKTPOHHOI aBTOMATHKH, (P13UKO-TeXHIYHOTO (dakyiabTeTy JHY.

4. Bpaxosani 6umoau 0c8imnb020 Cmanoapmy cneyiaibHOCmi:

Crangapt BuIoi ocBitm 31 cnemianbHocTi 125 KibGepOe3neka 3aTBepaKeHHi
Haka3oM MinHictepcTBa ocBiTU 1 Hayku Ykpainu Big 04.10 2018 p. Ne 1074,
BBOAUTLCA B it0 3 2022/2023 HaBYaIbHOTO POKY.



JIMCT NOT'OKEHHSA

OCBITHBO-TIPOeciiiHOI mporpamMu

1. Buena pana $i3uko-TexHIYHOTro (PaKynbTeTy: mpoToKoa No_ Bij 2022 p.
I'osoBa BUeHO1 paau Cepeiu JIABHUJ[OB

2. Paga 3 sxocti JIHY: mpotokon Ne BIT «___ » 2022 p.
3actynHuk rososu P3BO Jmumpo CBUHAPEHKO

Penensii-BiAryKk# cTeKxoJi1epin

1. PoGoTonasiu:

1. Jlanuenko Jlmutpo BanepiiioBuu, HawanpHuk 2-ro cextopy (opranizarii
TEXHIYHOIO  CYNPOBOJDKEHHs)  YIpaBiiHHA  NpOTHUIlL  KiOep3jnouuHaMm B
Huinponerporcrkiit oomacti JKII HIT Ykpainu

2. boryn Muxona Onekcanaposud, nupektop TOB «Kanbiton [HxuHIpiHD

2. Kynuk Cepriit BotogumupoBuy, Ha4aJIbHUK BIJAUTY TEXHIYHOT OXOPOHU B M.
Huinpo, «OXOpOHHUI XOJIIHT

2. 3100yBayi BUIIOI OCBITH:

1. Tlineryn B., 4 xypc, 3m00yBau nepmioro (0akaJiaBpChbKOT0) PiBHS BHUIIOI OCBITH,
125 Kibepbesneka, OIT — KibepoOesmneka.
2. BacunbkiBeskuii B.M., 4 kypc, 3100yBau nepuioro (0akajiaBpCbKOro) piBHsS BULIOL

ocBith, 125 KibepoOesneka, OIl — KiGepOesneka



1. Ilpogins ocBiTHBOI mporpamu 3i cnenianbHocTi 125 KIBEPBE3ITEKA

1 — 3araabHa iHgopMmanis

IToBHa Ha3Ba 3aKJIany JAninpoBchbKkuii HanioHANBLHUI yHiBepcuTeT iMeHi Ouecst 'onuapa
BHUIIIOI OCBITH Ta @akyJabTeT (i3UKO-TEXHIYHUT

CTPYKTYPHOIO Kadgenpa pagioenekTpoHHOT aBTOMaTHUKU

nigposainy

Odiuiiina nazpa OcsitHpo-nipodeciitna nmporpama: Kidbepodesneka

OCBITHBLOI MporpamMu

Odiuiiina Ha3zBa Educational program: Cyber Security

OCBITHBOI IPOrpamMu
(aHIJIiCcbKOI0 MOBOIO)

Cryninb BHIIOI OCBiTH bakanasp
Ta oCcBiTHs KBaJigikamia | OcBiTHA kBamidikaiisa: 6akanaBp 3 kibepbe3neku
MOBOI0 OPMTiHAJIY

Kpanigikauis B quniomi | Ctynine: Oakanasp
CrnemnianpHicTh: 125 KibepOesneka
OcsgitHs nporpama: KiGepOesneka

Kpanipikauis B mumiomi | Degree: bachelor
(aHrJaiiicb K0 MOBOIO) Specialty: 125 Cyber Security
Educational program: Cyber Security

IIpodeciiina HE HAJAETHCS

kBasidikanis

Tun qumiaomy Ta odesar | JJurutom Gakanaspa, oquanyamii, 240 kpenutie €EKTC, Tepmin
OCBITHBOI IpOrpamMu HaByaHHs 3 poku 10 Mics1iB;

HasiBHicTb akpeauranii | MiHiCTEpCTBO OCBITH 1 HAYKH YKpaiHU

Ceptudikar mpo akpeaurarito cremnianbHocTi 125 Kibepbesneka :
cepist HJ] Ne 0495177 Bin 19 >xoBTHs 2017 p.

Tepmin aii- o 1 aunus 2022 p.

Huxna/piBens HPK VYkpainu —6 piBenp, FQ-EHEA — nepmmit nuk,
EQF LLL — 6 piBenb

IlepenymoBu MIOBHA 3arajbHa cepeHs OCBiTa ad0 CTYIIHb MOJIOAIIOr0 OakagaBpa
(MomoamIoro creriaicra)

DopmMH HABYAHHSA Jenna

MoBa(u) BUKJIAIaHHS YkpaiHcbKa

Tepmin aii ocBiTHBOI Ha nepion nii ceptudikaty 3 akpeauTalii crneniaibHOCTI (BiANOBIIHO

nporpamMu Hakazy MOH VYkpainu Bix 30.10.2017 Ne 1432) abo 10 NpOoXOaKEHHS
NIEPBUHHOI aKpeIuTallii OCBITHBOI IPOrpamMu

InTepHer-agpeca www.dnu.dp.ua

nocriitHoro po3mimenns | Www.fti.dp.ua
OMHUCY OCBITHBLOI
nporpamu

2 — MeTa ocBiTHBOI IporpamMu

OcCBiTHA Iporpama OXOIUTIOE IIUPOKUI CIEKTP KOMIETEHTHOCTeH BHUITYCKHMKIB IOJO IHTErparii
MPOrpaMHUX Ta amapaTHUX 3aco0iB BUSBIEHHS, MOHITOPUHTY W 3a0e3nedyeHHs i1HpopMaiiHOi
0e3mekH, CydyacHMX I1H(QOpPMALIHHUX TeXHOJOTril 3axucTy iHdopMmamii B iHpopMaliiHO-
KOMYHIKAI[IHHUX CHCTeMaX, TeXHOJIOr1 30epekeHHs TaHuX B KiOeprpocTopl Ta 1HTeNeKTyasizamii
GyHKLINA TpoTH i KIOEP3TIOUMHHOCTI, 3 aKIIEHTOM Ha peai3allilo KOMIUIEKCHUX CUCTEM TEeXHIYHOTO
3axucTy iH(hopmalii.

3 — XapaKTepuCTHKA OCBITHbOI IpOrpamMu

IIpenmerna obdsacTn rajy3b 3HaHb 12 [HpopmaniiiHi TeXHOIOT],

(rajaysb 3HaHb, cnenianbHicTb125 KiGepbesneka

crneniajJbHiCTh, 00’exkT(1) BUBYEHHs Ta\a0o JisILHOCTI:

creniaJizanmisi) — 00’€eKTH iHpopMaTu3aii, BKJIIOUAIOUHU KOMII IOTEpHI,



http://www.dnu.dp.ua/
http://www.fti.dp.ua/

aBTOMAaTH30BaHi, TeJIEKOMYHIKaIliiiHi, iH(opmarliiiHi, iHpopMaIiifHO-
aHaJIITHYHI, iHpOpMaLiHHO-TEIeKOMYHIKaIIHH1 CUCTEMH,
iH(dopMaIriiiHi pecypcu 1 TEXHOJIOT];
— TexXHoJIorii 3a0e3neueHHs Oe3nexu iHpopmaii;
— TpolecH yhOpaBmiHHA 1HGOpMaIiiiHOO Ta/abo KibepOe3neKoro
00’€KTiB, IO MiUISATal0Th 3aXUCTY.
ini HaByaHHs: TiAroToBKa ¢axisiliB, 3JaTHUX BUKOPUCTOBYBATH 1
BIIPOBA/KYBAaTH TEXHOJIOT1 iH(popMaliitHoi Ta/abo KibepOe3neKu.
TeopeTu4yHmii 3MICT MPeAMETHOI 00J1aCTi:
3uanna
— 3aKOHOJIaBYOi, HOPMATHBHO-TIPABOBOI 0a3u YKpaiHH Ta BUMOT
BIJIMOBIAHAX MDKHAPOJHUX CTAHIAPTIB 1 MPAKTHK MIOAO 3MiHCHEHHS
npodeciiHol AISTBHOCTI,
— MPHUHLHUIIB CYNPOBOJY CHCTEM Ta KOMIUIEKCIB iH(pOpMaIiifHol
Ta/abo0 KibepOe3IeKu;
— Teopii, Moneneldl Ta TPUHIMIIB YIPABIIHHA JTOCTYIIOM [0
iH(hopMaLiifHUX pecypciB;
— Teopii cucTeM ynpasiiHHs iH(OpMaIiifHOIO Ta/abo KibepOe3neKoro;
— METOAiB Ta 3aco0iB BUSBIICHHS, YIpPaBIiHHSI Ta iAeHTH]IKaIii
PH3UKIB;
— METOHIB Ta 3aco0iB OLIHIOBAaHHA Ta 3a0e3ledeHHs HEOoOXiIHOIro
PiBHS 3aXUIIEHOCTI iHpOpMAIIii;
— METOAIB Ta 3aco0iB TEXHIYHOTO Ta KPUOTOrpadiuHOrO 3aXUCTy
iH(popMarii;
— cy4JacHHX 1H(HOpMaliHHO-KOMYHIKAI[IHHUX TEXHOJIOT1H;
— CYYacHOTO TpOTrpaMHO-anapaTHOro 3abe3nedeHHs iH(OpMaIiiHO-
KOMYHIKAI[IHHUX TEXHOJIOT1i;
— aBTOMATH30BaHUX CHCTEM IPOCKTYBaHHS. [IOHATTS Ta MPUHIUITH
Teopii aBTOMAaTHYHOTO KEpPyBaHHS, CHUCTEM aBTOMAaTH3alli Ta
KOMIT IOTEPHO-IHTETPOBAHUX TEXHOJIOTIH.
Metoau, MeTOAUKHM Ta TexXHOJOrii: 3100yBad Mae€ OBOJOIITH
METOAaMH, METOAUKAMH, 1H(popMaLIHHO-KOMYHIKallIHHUMU
TEXHOJIOT1SIMHU Ta THITIMH TEXHOJOT1SIMU 3a0e3neyeHHs
1H(popMmariiiHo1 Ta/ abo KibepOe3neKu.
IncTpyMenTH Ta 00,12 IHAHHS:
- cUCTeMH po3poOKH, 3abe3MeyeHHs, MOHITOPUHTY Ta KOHTPOJIIO
nporieciB iHdopmaliiiHoi Ta/ abo kibepbe3neku;
- Cy4acHe TmporpamHo-anapaTHe 3a0e3nedyeHHs  iH(opMalliifHo-
KOMYHIKAI[ITHUX TEXHOJIOT1H.

OpienTanis ocBiTHLOT
nporpamMmm

OcaiTHRO-TIpOdeEciiiHa MporpaMa Ma€ NMPUKIAJAHY OplEHTALIIIO.
[nTerpariis mporpamMHo-anapaTHUX 3ac00iB BUSIBIEHHS, MOHITOPHHTY Ta
3a0e3nedyeHHs 1HQpoOpMaliiiHOi Oe3neku, cydacHUX I1H(pOpMaIiiHuX
TEXHOJIOTIH 3axucTy iH(opMamii B iH(pOpManiiHO-KOMYHIKAIIMHIX
CHUCTEMax, TEeXHOJIOTIH 30epekeHHs JaHuX B KideprmpocTopi Ta
iHTeneKTyai3aii QyHKIii npoTuii Kibep3JI0YMHHOCTI.

OcHoBHUH poKyc
OCBITHBLOI IPOrpamMH Ta
creniasizamii

CrierianibHa  ocBiTa B ramy3i 12 «lHbopMmariiiHi  TeXHOIOTIi»,
crnenianbHOCTI 125 «Kibepbesneka»

OcBiTHS mporpama 3/100yTTsI BHILOI OCBITH B raiy3si iHGpopMauiiHuX
TexHosoriii  creunianbHocTi  «KibepOesmeka»  chokycoBaHa Ha
3IaTHOCTI OPraHi30BYBAaTH W MIATPUMYBATH KOMIUIEKC 3aXO[IB II0JI0
3abe3neueHHs iH(opMariiiHOi Oe3meku 3 ypaxyBaHHSIM iXHBOI
OOTPYHTOBAHOCTI, TEXHIYHOI peajizaiii, €eKOHOMIYHOI JOIIJILHOCTI,
MO>KJIMBUX 30BHIIIHIX BIUTUBIB, IMOBIPHUX 3arpo3 1 PiBHS PO3BUTKY
TEXHOJIOT1H 3aXuCTy 1H(OopMaIrii.




KmrowoBi  cmoma:  iHdopmariiiHi  TexHOJIOTii,  KiOepOe3meka,
aBTOMATH3AIlisl, CHUCTeMa KEpyBaHHs, CHCTeMa aBTOMAaTH3aIlil,
KOMIT' FOTEpPH30BaHi CHUCTEMH YIPABIIiHHS, NPOIECH KEPyBaHHS,
iHpopMaNLifiHO-KOMYHIKAllIiHI CHCTEMH, TPOCKTYBaHHSA, CHUCTEMHU
TEXHIYHOTO  3aXHCTYy, KOMIT'FOTEpPHI  Mepexi, Kpunrorpadisi,
i pyBaHHs, KOJTYBaHHS.

Oco0uBoOCTI IporpaMu

IIporpama nependayae O00OB’SI3KOBOIO  YMOBOK — IPOXOJKEHHS
HaBYaJIbHOI Ta BUPOOHMUYOI MPAKTHKH HA MEPENOBUX MiIIPUEMCTBAX,
0 EKCILTyaTylTh ab0o0 po3poOsitoTh 1HGOpPMAIiiiHI TEXHOJIOT],
CHCTEMH TEXHIYHOTO 3aXHCTy iH(pOpMaIIii.

OcBiTHA TporpamMa B paMKaxX YHIBEPCUTETCHKHX IiJIMHCAHUX YIrOJ
IIOZ0 €BPOMNENWCHKOI HAyKOBO-OCBITHBOI IHTErpaiii HaJae 3MOry
MaiiOyTHIM OakanaBpaM MPONTH CTaXyBaHHS 32 KOPJIOHOM Ta BKIIIOYAE
B ceOe mporpamy akajaeMiqHOi MOOIITLHOCTI.

JI0 I

4 — IlpuaaTHicTh BUIIYCKHHUKIB
aleBJAIITYBAHHSA Ta N0JAJIbIIOT0 HABYAHHS

IIpugarnicts 10
NpaueB/JIalITYBAHHS

BumyckHuku ~ MOXyTh ~ OOiliMaTM  TOCaaM  BIiANOBITHO O
Hamionansnoro knacudikaropa Ykpainu: Kinacudikatop mnpodeciit
(JIK 003:2010):

3439(24771) daxiBenp 13 opraHizariii iHhopmaIiiHoi Oe3meKu.
International Standard Classification of Occupations 2008 (ISCO-
08): 2529 Security specialist (ICT).

Moske 3aliMaTé HaCTYITHI TIOCAIH:

- MEeHeDKep (YInpaBHTeNb) cucteM 3 iHdopmaliitHoi 6e3nexu (1495);

- (haxiBenp i3 opranizamii 3axucty iHdopmarii (3439);

- paxiBeup (cdepa 3axucty iHbopMmailii);

- (paxiBelb 3 peKUMY CEKPETHOCTI;

- IHCIIEKTOP 3 OpraHi3ailii 3aX1ucTy ceKpeTHOI iH(popMmallii;

- aHAJITHK CUCTEeM 3a0e3neueHHs KibepOesneky;

- (haxiBenp 3 opraizaiii Ta MIPOBEAECHHS TECTYBaHHS Ha MPOHUKHEHHS
3a KBEX:

34. Tnuni daxiBii As BiANOBIAHUX CHelialbHOCTeN 3/1aTHI MPaliOBaTH
Ha 1MocajiaXx CEPEeIHbOT0 Ta BUIIOTO PIBHSI YIPABIIHCHKOTO MEPCOHAITY,
y TNPOEKTHHUX BIJJITaX Ta OpraHizailisfiXx, B Taly3eBUX HayKOBO-
JOCTIAHUX YCTAaHOBaxX 1 IHCTUTYTax, a TAKOX IHIIMX JI€pP’KaBHUX Ta
NPUBATHUX  OpraHizamigx 1 MIANPUEMCTBAX, IOB’SI3aHUX 3
MPOCKTYBAaHHSM, BHUPOOHUIITBOM 1 peami3ali€l0 TeXHIYHUX 1
IPOrpaMHUX 3aco0iB CHUCTeM 3axHCTy iH(popMallii, TEXHIYHHX Ta
MPOrpaMHUX 3ac001B KOMIT IOTEpHUX 1H(OPMAalLIHHO-KOMYHIKALIHHUX
CHCTEM, Yy BHIIMX Ta CEpeIHIX HaBYAJIbHMUX 3aKjiagaXx B SAKOCTI
BUKJIaJIaya, Ha IHKEHEPHHX TI0CaJaXx 3a OTPUMaHOK 0a30BOIO
CHeniaabHICTIO.

TMopaabuie HABYAHHSA

Mae mpaBo NpOJOBXKHUTH HABYAHHS Ha JPYyromy (MaricTepcbKomy)
PiBHI U151 OTPUMaHHS OCBITHBOT'O CTYIIEHS MarictTp.

5 — BukJjagaHHs TA OLIHIOBAHHSA

Buxkaaganus ta
HABYAHHS

CTyIeHTOIIEHTpOBaHEe  HAaBYaHHS, TEXHOJOTisA MpoOJIeMHOro i
IudepeHIiioBaHOr0  HaBYaHHsS, TEXHOJOris iHTeHcudikamii Ta
IHAMBIAyami3alii HaBYaHHS, TEXHOJIOTiS MPOrPaMOBAaHOTO HABYAHHS,
iH(popMalLliiHa TEXHOJOrIs, TEXHOJIOTiSl PO3BUBAJILHOTO HAaBYaHHS,
KpEIUTHO-TpaHC(epHa CUCTeMa OpraHi3allii HaBYaHHS, EJIEKTPOHHE
HaBuaHHs B cucteMi Moodle, Office 365, camonaBuanHs, HaBYaHHSA Ha
OCHOBI JOCHTIKeHb. BUKIanaHHsS TPOBOAUTHCS Yy BUTIISAII: JICKIIII,
MyJIbTUMEMINHOT  JIeKIii, I1HTEpPaKTUBHOI  JIEKIlii,  CEeMiHapiB,
PAKTUYHHX 3aHATh, Ja00PATOPHUX POOIT, CAMOCTIHOTO HaBUAHHS Ha




OCHOBI MAPYYHHKIB Ta KOHCTICKTIB, KOHCYJIbTAIlli 3 BUKJIAJa9aMH.

OuinoBanHs Ex3zamenu, 3amiku Ta audepeHuidoBaHI 3aliKH; 3BIT Ta 3aXHCT
J1a00paTOPHUX/TIPAKTHYHUX POOIT
6 — IlporpamMHi KOMIIETEHTHOCTI
InTerpajibua 31aTHICTh PO3B’A3yBaTH CKJIAAHI CHeliali3oBaHl 3a/la4l Ta MpaKTUYHI

komneTeHTHiCTH (IK)

npobiemMu y ramy3i 3abe3neucHHs iH(opmamniiiHOi Oe3neku 1\abo
KiOepOe3neKu, 10 XapaKTepU3yeThCs KOMIUICKCHICTIO Ta HETIOBHOKO
BH3HAYCHICTIO YMOB.

3arajabHi
kommneTeHTHOCTI (3K)

Komnemenmnocmi, susnavweni cmanoapmom uwoi oceimu.

3K 1. 3aaTHicTh 3aCTOCOBYBATH 3HAHHS Y IPAKTUYHHUX CUTYAIlIsX.

3K 2. 3HaHHS Ta PO3YMIHHS MpeAMETHOI 00JIacTi Ta PO3yMiHHSA
npodecii.

3K 3. 3natHicTh Mpo(deCiiftHO CIJIKYBATHCS ACP)KABHOIO Ta 1HO3EMHOIO
MOBaMHU SIK YCHO, TaK 1 MUCHMOBO.

3K 4. BMmiHHS BUSBIATH, CTaBUTH Ta BHPILIYyBaTH MpoOIEMH 3a
npodeCiifHIM CTIPSIMYBaHHSIM.

3K 5. 3naTHicTh 10 monIyKy, 0OpobiaeHHs Ta aHani3y iHpopmarrii.

3K 6. 3pmaTtHICTh peanizyBaTH CBOi TpaBa 1 OOOB’SI3KH SK YJICHA
CYCIJIbCTBA, YCBIIOMIJIIOBATH I[IHHOCTI TPOMAJSHCHKOTO (BIILHOTO
JEMOKPAaTUYHOTO) CYCHUIbCTBA Ta HEOOXIOHICTh HOro CTajoro
PO3BUTKY, BEpXOBEHCTBAa IIpaBa, MpaB 1 CBOOOJ JIIOJWHU 1
rpoMajsTHIHA B YKpaiHi.

3K 7. 3naTtHicTh 30epiratu Ta MPUMHOXYBAaTH MOpaJIbHI, KYJIbTYpHI,
HAYKOBI I[IHHOCTI 1 JOCATHEHHS CYCHUIBCTBA Ha OCHOBI pPO3yMiHHS
icTopii Ta 3aKOHOMIPHOCTEH PO3BUTKY MPEAMETHOT 00JacTi, 11 Micus y
3arajipHil CHCTEMi 3HaHb IPO MPUPOAY 1 CYCHUIBCTBO Ta Y PO3BHTKY
CYCHUIBCTBA, TEXHIKU 1 TEXHOJIOTIH, BUKOPUCTOBYBATH Pi3HI BUIU Ta
(hopmMHu pyxoBOi aKTUBHOCTI JUIsl aKTUBHOTO BIATIOYMHKY Ta BEICHHS
3JI0POBOT'O CIIOCO0Y JKUTTSL.

CrneniauabHi (¢axosi,
npeaMeTHi)
KOMIIETEeHTHOCTI
(CK\®@K)

Komnemenmnocmi, susnaueni cmanoapmom uwjoi oceimu.

@K 1. 3paTHicTh 3aCTOCOBYBaTH 3aKOHOJAaB4Yy Ta HOPMAaTHBHO-
mpaBoBYy 0a3y, a TaKOX JepKaBHI Ta MDKHAPOJIHI BUMOTH, MPAKTUKH 1
CTaHJApTH 3 METOK 3JAIHCHEHHS NpodeciiiHOi IIsUIBHOCTI B raiysi
1H(popMmariiiHOT Ta/ab0 KibepOe3neKy.

@®K 2. 3parHicTh 10 BUKOPUCTAHHS iHGOpMAaIiiHO-KOMYHIKALIHHUX
TEXHOJIOT1H, CydacHUX METOAIB 1 Mojenel iHpopMaliiHOT Oe3neKu
Ta/ab0 kibepOe3neku.

O®K 3. 3parHiCTh 10 BUKOPHCTAaHHS MPOTPAaMHHUX Ta IPOTrPaMHO-
armapaTHUX KOMIUIEKCIB 3ac00iB 3aXuCTy iH(opMalii B iHpopmMariiitHO-
TEJIEKOMYHIKalIHHUX (aBTOMaTU30BaHUX) CHCTEMax.

@K 4. 3parHicTh 3a0e3meuyBaTH HENEpPEpBHICTh Oi3HECY 3TiAHO
BCTaHOBJIEHOT MOJITHKYU 1H(pOpMaIiiiHoi Ta/abo kidepOe3nexu.

®K 5. 3patHicTe 3abe3meuyBaTH  3axucT  iHopMalii, 1m0
o0pobsieTbes B 1H(hOopMaLIHHO-TeTEKOMYHIKAIIITHIX
(aBTOMAaTH30BaHMX) CHCTEMax 3 METOI0 pealisalii BCTaHOBIEHOI
MOJIITUKH 1H(opMaliifHoi Ta/abo KibepOe3neKu.

®K 6. 3parHicTh BiJHOBIIOBATH INTaTHE (PYHKIIOHYBAHHS
iH(popMaLiiHUX, 1H(QOPMAaLIHHO-TEIEKOMYHIKAI[IHHUX (aBTOMATH30-
BaHUX) CHCTEM IiCIs peani3alii 3arpos, 3ailicHeHHs KibepaTak, 3001B
Ta BIIMOB Pi3HHMX KJIACIB Ta MOXOPKECHHS.

@K 7. 3naTHiCTh BHOPOBAKYBATH Ta 3a0e3medyBaTi (yHKIIOHYBAaHHS
KOMIUIEKCHUX CHCTEM 3axHcTy iH(opmallii (KOMIUIEKCH HOPMaTHBHO-
MPABOBHX, OpraHi3alifHUX Ta TEXHIYHUX 3aco0iB 1 METOIB,
MPpOIIeAYp, MPAKTUYHUX TPUHOMIB Ta 1H.)




®K 8. 3paTHiCTh 3A1MCHIOBATH MPOIEAYPH YIPABIIHHS 1HIIMICHTAMH,
MIPOBOJIUTH PO3CIIIYBaHHA, HAJIaBaTH iM OLIIHKY.

®K 9. 3parHicTh 3aiiicHIOBaTH TpOoQeciiHy TisIbHICTh Ha OCHOBI
BIIPOBA/DKEHOI ~ CUCTEeMM  YNpaBiiHHA  iH(OpMamiiiHolo  Ta/abo
KiOepOe3neKoro.

@K 10. 3paTHiCTh 3acTOCOBYBATM METOAM Ta 3acO0M KpUITO-
rpadgigyHOr0 Ta TEXHIYHOTO 3axucTy IH(opmamii Ha 00’€ekTax
iH(bOpMamiifHOT TiSTBHOCTI.

®K 11. 3maTtHICTh BHUKOHYBaTH MOHITOPHHT MpPOIECIB (YHKIIIOHY-
BaHHs iHpOopMaLiifHuX, iHpOpMaLiHHO-TEIEKOMYHIKaIlI HHIX
(aBTOMATM30BaHMX) CHUCTEM  3TIAHO  BCTAHOBJIICHOI  TOJITHUKH
iHpopMmaiiinoi Ta/abo KibepOesneku.

®K 12. 3pmatHiCTh aHaAMI3yBaTH, BUSBIITH Ta OIIHIOBATH MOJKJIMBI
3arpo3u, Ypas3JIUBOCTI Ta JeCTaluLTi3yloul YMHHUKU 1H(POpMAIiiHOMY
mpocTopy Ta iH(OpMaliiHUM pecypcaM 3TiTHO 3 BCTAaHOBIEHOIO
MOJIITHKOIO iH(OpMaIiifHoi Ta/abo KibepOe3neku.

Komnemenmnocmi, susnaveni 3axiadom uwjoi oceimu:

@K 13. 3parHicTh 3aCTOCOBYBAaTH 3HAaHHS 3 3arajbHOi (i3uKH,
€IEKTPOTEXHIKH, SJIEKTPOHIKHA 1 MIKPOIIPOIIECOPHOI TEXHIKH, B 00Cs31,
HEOOXITHOMY JUIS PO3YMIHHS TIPOIECIB B CHCTEMaxX TEXHIYHOTO
3axucTy iH(hopmallii.

@K 14. 3parHiCTh NPOBAJWTH aHAI3 CKJIAJOBHX IMOXHOKH 3a iX
CYTTEBUMHU  O3HAKaMH,  OINEpPyBaTHU  CKJIQJOBUMH  MOXHOKH/
HEBU3HAYEHOCTI Yy BIAMOBIZHOCTI 3 MOAEISIMH BHMIPIOBaHHS,
3aCTOCOBYBAaTH CTAaHJAPTHI METOJIU PO3pPaXyHKY MPU KOHCTPYIHOBaHHI
MOJTyJIiB, IeTalleii Ta By3JIiB IPUCTPOIB Ta 3aC00IB TEXHIYHOTO 3aXUCTY
iHpopmanii Ta iX OOUYMCIIOBAJBHUX KOMIIOHEHT 1 MOJAYIIIB,
BUKOHYBaTH TEXHIYHI oMepamii Mnpu BUOPOOYBaHHI, MOBIpII,
KamOpyBaHHI Ta 3MIMCHIOBATH TEXHIYHI 3axoaM 13 3a0e3nedeHHS
METPOJIOTIYHOI TTPOCTEKYBAHOCTI, MPABUIBLHOCTI, IOBTOPIOBAHOCTI Ta
BIATBOPIOBAHOCTI PE3yNbTaTiB BUMIpIOBaHb 1 BHIIPOOYBaHb 3a
MDKHAPOJHUMHU CTaHIapTaMH.

@K 15. BononiTu 3HaHHSIMM HOBITHIX TEXHOJOTIH y mpodeciiHiit
rajmysi, 30KpeMa, MPOEKTYBaHHS CHCTEM TEXHIYHOTO 3aXHUCTY
iHpopMarii, 300py IaHUX Ta iX apXiByBaHHA A (OpMyBaHHsS 0a3u
JAHUX TapaMeTpiB MPOIECy Ta iX Bizyasizallli 3a JOMOMOTO0 3ac00iB
JIOAMHO-MAIIMHHOTO iHTepdeiicy.

7 — IlporpamHi pe3yibTaTH HABYAHHS

Pe3zynomamu nasuanns, suznaveni cmanoapmom euwoi 0ceimu:

I1P 1. 3acTocoByBaTH 3HaHHS JE€P>KABHOI Ta IHO3EMHUX MOB 3 METOIO 3a0e3neueHHsl e(peKTUBHOCTI
npodeciiiHoi KOMyHIKallii,

[1P 2. opranizoByBaTu BiacHY NMpoQeciiiHy IiSIbHICTh, OOMPATH ONTHUMAaJIbHI METOIU Ta CIIOCOOH
PO3B’A3yBaHHS CKJIAJHUX CHEIiali30BaHUX 3a7ady Ta IMPAKTUYHUX MpodsieM Yy mnpodeciiiHiit
JUSITTEHOCTI, OLIHIOBATH iXHIO €()EKTUBHICTB;

[P 3. BUKOPUCTOBYBATH pe3yJIbTaTH CAMOCTIHHOIO MOINYKY, aHali3y Ta CHHTe3y iH(opmarii 3
PI3HUX JKepen 175 epeKTUBHOTO PILIEHHS CIeliaTi30BaHuX 3a/1a4 NpoQeciitHoi AISIbHOCTI;

I[IP 4. anamidyBaTH, apryMEHTyBaTH, TNpUIMaTH pIIIEHHS TpPH PO3B’SA3aHHI  CKIIAJIHUX
CHeliaJli30BaHMX 3ajjayd Ta MPaKTUYHUX MPo0seM y mpodeciiiHiil AiSIbHOCTI, SIK1 XapaKTepU3yIOThCs
KOMIIJIEKCHICTIO Ta HETTIOBHOIO BU3HAYEHICTIO YMOB, BIAMOBIIATH 32 IPUHHATI PILLICHHS;

IIP 5. aganTyBaTtHics B yMOBaxX 4acToi 3MiHM TEXHOJOTiIH TpodeciitHoi AisiIbHOCTI, TPOTHO3YBATH
KIHLIEBUH pe3ynbTar;

I[IP 6. XpUTUYHO OCMHUCIIOBATH OCHOBHI TEOpii, MPUHIIUIINA, METOAMU 1 TOHATTS Yy HABYaHHI Ta
npodeciliHiil JiSTBHOCTI;

I[IP 7. misT® Ha OCHOBI 3aKOHOJABYOi Ta HOPMATHBHO-NIPAaBOBOI 0Oasw YKpaiHW Ta BUMOT




BIIMOBIIHMX CTaHIAPTIB, y TOMY 4YHCII MDKHApOAHUX B ramy3l iHQopmarmiiHoi Ta /abo
kibepOe3nexu;

ITP 8. roTyBaTu mpoIo3HuIlii 0 * HOPMATHBHUX aKTiB 1100 3a0e3rnedeHHs iHpopmMarliiiHoi Ta /abo
kibepOe3nexu;

I1P 9. BpoBamKyBaTu mpolecH, o 0a3yloThCs HAa HalllOHAJIBHUX Ta MIKHApOJHUX CTaHIapTax,
BUSIBJICHHA, iMeHTU(iKawlii, aHami3y Ta pearyBaHHs Ha IHUUWACHTH iH(popMarliifHoi Ta/abo
KibepOe3neku

ITP 10. BUKOHYBaTH aHATI3 Ta IEKOMIO3UIIIO 1H(OPMAIIHHO-TEIEKOMYHIKAIIITHIX CUCTEM;

IIP 11. BuKOHYBaTH aHami3 3B’SI3KIB MDK 1H(QOPMAIMHMMH TIpolleCaMH Ha BIIJAICHHUX
00YKCITIOBAJIBHUX CHCTEMAX;

ITP 12. po3po0asaTu Moei 3arpo3 Ta MOPYIIHHUKA;

[P 13. anamizyBaTd MpOEKTH iH(OPMAIIIHO-TEICKOMYHIKAIHHUX CHCTEM 0a3ylouuch Ha
CTaHJAPTU30BAHUX TEXHOJIOTISAX Ta MPOTOKOJIAX Mepeayl JaHux;

1P 14. BupimryBaTu 3aBJaHHs 3aXKHCTy Iporpam Ta inpopmarii, 1mo o6podsieTses B iHpopMariiitHo-
TEJIEKOMYHIKAlIHHUX  CHUCTEeMax IpOorpaMHO-allapaTHUMHU  3aco0aMu  Ta  JlaBaTM  OLIHKY
Pe3yIbTATUBHOCTI SKOCTI IPUWHATHX PIIICHB;

IIP 15. BUKOpPUCTOBYBATM Cy4yacHE IIporpamMHoO-anapaTtHe 3a0e3neueHHs 1H(OpMaLiifHO-
KOMYHIKAI[IHHUX TEXHOJIOT1H;

IIP 16. peani3oByBaTH KOMILJIEKCHI CHCTEMH 3aXHUCTy iH(popMalii B aBTOMAaTU30BaHUX CHUCTEMAax
(AC) opranizamuii (manpueMcTBa) BiAMOBIIHO 10 BUMOT HOPMAaTHBHO-TIPABOBUX JOKYMEHTIB;

I1P 17. 3abe3neuyBaTu Mpolecu 3axucTy Ta GyHKIIOHYBaHHS 1HGOPMAIIHHO TEIEKOMYHIKAI[IHHUX
(aBTOMAaTHM30BaHMX) CHCTEM Ha OCHOBI NPAaKTUK, HAaBHYOK Ta 3HAHb, MIOAO CTPYKTYPHHX
(CTpYKTYpHO-JIOT1YHHUX) CXEM, TOIOJOril Mepexi, Cy4yaCHHX apXiTeKTyp Ta MOJeNed 3aXUCTy
CJIEKTPOHHUX 1H(POPMALIHHUX pecypciB 3 BiMOOpaKEHHSIM B3a€MO3B’SI3KiB Ta iH(GOpPMAIIHHUX
MOTOKIB, MPOLIECIB JIsl BHYTPILIHIX 1 BIAJIAICHUX KOMIIOHEHT;

[1P 18. BUKOpPHCTOBYBATH MPOTrPaMHi Ta MPOTPAMHO-aNapaTHi KOMIUIEKCH 3aXUCTY iH(QOpMaIiitHIX
pecypcis;

ITP 19. 3acTocoByBaTtH TeOpii Ta METOAM 3aXHUCTy i 3a0e3reueHHs Oe3nexku iHdopmarlli B
iHpOopMaliHO-TEIEKOMYHIKalITHUX CHUCTEMaX;

I1P 20. 3a6e3neuyBaT (PYHKIIOHYBAaHHS CIIE€LIAJILHOTO IPOrPaMHOro 3a0€3MeUYeHHs, 111010 3aXUCTY
iHpopmanii Bi pyHHYIOUHMX MPOrpaMHMX BIUIMBIB, pYyHHYIOUHMX KOAIB B iH(popMalliiiHo-
TEeNEKOMYHIKAI[IHHUX CHUCTeMaX;

IIP 21 BupimyBaTu 3agaui 3a0e3ledyeHHS Ta CyNpoBOAY (B.T. YHUCIL: OIJISNA, TECTyBaHHS,
MIA3BITHICTD) CHUCTEMHU YOPABIIHHA JOCTYIIOM 3T1IHO BCTAHOBJIEHOI TMOJNITUKH O€3leKku B
iHpopManiiHuX Ta iHpopMaIiiiHO TeTeKOMYHIKaIlIfHUX (ABTOMAaTH30BAHUX ) CHCTEMAX;

I1P 22. BupimryBatu 3ajadl ynpaBiHHS NpolenypaMu iaeHTudikanii, aBTeHTu(ikaiii, aBropusanii
IPOIECiB 1 KOPUCTYBauiB B 1H()OPMAIITHO TEJIEKOMYHIKAIIHHUX CUCTeMax 3TiJHO BCTaHOBJIEHOI
noJIiTHKY iH(opMartiitHoi i\abo kibepOesneku;

IIP 23. peamizoByBaTHM 3axOAM 3 MPOTHIIi OTPUMAHHIO HECAHKI[IOHOBAHOTO JOCTYIY [0
iH(popMaLIHHUX pecypciB 1 MpoleciB B iHGOpMAIIHHUX Ta 1HPOpPMAIiHO-TEIEKOMYHIKAIMHUX
(aBTOMaTHU30BaHUX ) CUCTEMAX;

[1P 24. BupimryBaTH 3a1ayi ynpaBiiHHS JOCTYNOM A0 1H(pOpMAIIITHUX pecypciB Ta MHpPOLECIB B
iHpopMaLiiHUX Ta 1H()OPMAaLIIHHO-TENIEKOMYHIKAI[IHHIX aBTOMAaTH30BaHUX) CHCTEMax Ha OCHOBI
MoJiesIel YIPaBIIiHHS JOCTYNOM (MaHIaTHUX, TUCKPELiHUX, POJIbOBHX );

[P 25. 3a0e3neuyBaTu BBEAEHHS MiJ3BITHOCTI CUCTEMM YIPABIIHHSA JOCTYIOM JI0 €IE€KTPOHHUX
iHpopMaliiHuX pecypciB 1 mporeciB B iHGopMamiiiHux Ta iHdopMaliifHO-TeTeKOMYHIKaIlIHHUX
(aBTOMaTHU30BaHUX) CHCTEMax 3 BUKOPHCTAHHSAM JKypHaIIB peecTpaiii MoAii, iXx aHamizy Ta
BCTaHOBJICHUX MPOLIEAYP 3aXUCTY;

I[IP 26. BmpoBa/pKyBaTH 3axoaud Ta 3a0e3MedyBaTd peami3allilo MpOIeCiB  MOMepPeKEHHS
OTPUMAaHHIO  HECAHKI[IOHOBAHOTO JIOCTYmy 1 3axucTty iHdopmamiiinux, iHpopmaiiHo-
TEeNIEKOMYHIKAI[IHHUX (aBTOMAaTU30BAaHWX) CHCTEM Ha OCHOBI €TaJOHHOI MOJENi B3aeMOIl
BiJIKpUTHUX CHUCTEM;

I[IP 27. BupimyBath 3adadi 3axXHCTy TOTOKIB JaHuUX B iHMopMmamiiHux, iHGopMariitHo-
TEJICKOMYHIKaIlIHHUX (aBTOMATH30BAHHX) CHCTEMAX;




[TP 28. anamizyBaTt Ta MPOBOJMUTH OIIHKY €()EKTUBHOCTI Ta PIBHS 3aXMIIEHOCTI PECYPCIB PI3HUX
KJaciB B iH(popMaliifHuX Ta iH(GOPMAIIHO TeNIeKOMYHIKaIllIiHIX (aBTOMAaTU30BaHUX) CUCTEMaxX B
XO[i TpOBEAEHHS BHIPOOYBaHb 3TiHO BCTAHOBJACHOI MOJITHKH iH(OpMariiiHoi Ta\abo
kibepOe3nexu;

[P 29. 3piiicHIOBaTH OIIIHIOBAHHS MOXJIMBOCTI peajizamii MOTEHIIHHUX 3arpo3 iHdopMalii, 1110
00pobmsieTbess B 1H(GOPMAIIHO-TEIEKOMYHIKAIHHUX CHCTEMax Ta €(EeKTUBHOCTI BHUKOPHCTAHHS
KOMIUIEKCIB 3ac001B 3aXHCTY B yMOBaX peai3allii 3arpo3 pi3HUX KJIACiB;

[P 30. 3nificHIOBATH OIIHIOBAHHS MOXJIMBOCTI HECAHKIIIOHOBAHOTO JOCTYIy O €JIEMEHTIB
iH(OpMaIIHHO-TEIIEKOMYHIKAIMHUX CUCTEM;

ITP 31. 3acTrocoByBaTH TeOpii Ta METOAM 3aXUCTy Ui 3a0e3ledcHHs O€3MeKd EJIEMEHTIB
iH(OpMaIIHHO-TEIIEKOMYHIKAIlIHHUX CUCTEM;

[P 32. BupimryBatu 3a4a4i yNpaBliHHS TNPOLIECAMU BIJHOBJIEHHS MITAaTHOTO (YHKIIOHYBaHHS
iH(OopMaIIHHO-TEIICKOMYHIKAIlIMHUX CHUCTEM 3 BHKOPHCTAHHSIM IIPOILEAYP pPe3epBYBaHHS 3TiIHO
BCTAHOBJICHOI ITOJITUKU OC3ICKH;

ITP 33. BupimryBaTu 3agaui 3abe3nedeHHs Oe3nepepBHOCTI Oi3HEC MPOIIeCiB OpraHizalii Ha OCHOBI
Teopii pU3HKIB;

I1P 34. mpuiimatu y4acTb y po3poOlli Ta BIIPOBaKEHHI cTpaTerii iHpopmaliiiinoi 6e3neku Ta/abo
KiOepOe3neKu BiAMOBIIHO 70 IIiJIeH 1 3aBIaHb OpraHizarii;

[1P 35. BupimyBaTu 3a7a4i 3a0e3meueHHs Ta CyIpOBOAY KOMIUIEKCHUX CUCTEM 3aXUCTy iH(opmailii,
a TaKOX TPOTHUIIl HECAaHKIIOHOBAHOMY JIOCTYIy A0 iH(pOpMAmiifHUX pecypciB 1 MpoOIEeciB B
iHhopMaLiiHUX Ta iH(QOPMALIIHO TeIeKOMYHIKAaliMHUX (AaBTOMATHU30BAHUX) CHCTEMax 3TiTHO
BCTAHOBJICHOT MOJIITHKH iH(OpMaIliiiHoi 1\abo kibepOe3neky;

I1IP 36. BuABIATH HEOE3MEYHI CUTHAIIM TEXHIYHUX 3aC00i1B;

[1P 37. BumiproBatu mapaMeTpu HeOE3NEeYHNX Ta 3aBaJOBHX CHUTHAJIB IIiJl Yac 1HCTPYMEHTAIBHOTO
KOHTPOJIO MpOIeciB 3axucTy iH(opmaiii Ta BU3HA4YaTH €(EKTUBHICTH 3aXUCTY iH(opMaIi Bif
BUTOKY TEXHIYHMMH KaHAJlaMH BIJMOBIIHO JO BUMOI HOPMAaTHUBHUX JOKYMEHTIB CHCTEMH
TEXHIYHOI'0 3aXUCTY iHpopMallii;

ITP 38. iHTepnperyBaTH pe3yibTaTH MPOBEIACHHS CIEIllaJbHUX BHUMIPIOBaHb 3 BUKOPHUCTAHHSIM
TEeXHIYHUX 3ac00iB, KOHTPOJIIO XapaKTEePUCTHK 1HPOpMALIHHO-TEIEKOMYHIKAIIHUX CHCTEM
BIJITOBIAHO 0 BUMOT HOPMaTUBHUX JOKYMEHTIB CUCTEMH TEXHIYHOIO 3aXUCTY 1HpOopMaIlii;

TP 39. npoBoauTH aTecTalio (CIUPaOYNCh HAa 00JIIK Ta 00CTEXKEHHS) peKUMHUX TEPUTOPIH (30H),
MPUMIIIEHb TOLIO B YMOBaxX JOJEp>KaHHS PEXUMY CEKPETHOCTI 13 (PIKCyBaHHSIM pE3yJbTaTiB y
BIJIMOBIAHUX JOKYMEHTAX;

[P 40. iHTepmpeTyBaTH pe3yJabTaTH NPOBEICHHS CHEI[laJIbHUX BHUMIPIOBAHb 3 BHKOPUCTAHHIM
TEeXHIYHUX 3ac00iB, KOHTpomo xapakTepucTuk [TC BigHOBIZHO 10 BHUMOT HOPMAaTHBHHUX
JOKYMEHTIB CUCTEMH TEXHIYHOTO 3aXUCTY 1HpOopMaIlii;

1P 41. 3a6e3neuyBaTi HEMEPEPBHICTh MPOLIECY BEJICHHS KypHAaJIiB peecTpallii moaiif Ta iHIMEHTIB
Ha OCHOBI aBTOMaTH30BaHUX IMPOLENYP;

1P 42. BnpoBayKyBaTH NpPOLIECH BUSIBICHHS, 11€HTU(IKAI], aHATI3y Ta pearyBaHHs Ha 1HIUIECHTH
iH(dopmarriiHoi, i/abo KibepOe3neKu;

[P 43. 3acrocoByBaTH HaIlOHAJIbHI Ta MDKHApPOJIHI peryioompoui akTd B cdepi iHPopmamiiHOL
6e3neku Ta/ abo kibepOe3neku i po3CiliTyBaHHs IHIIUEHTIB;

[TP 44. BupimyBaTtu 3amaui 3abe3nedeHHs] Oe3mepepBHOCTI OI3HEC-TIPOIECiB OpraHi3allii Ha OCHOBI
Teopii PHU3MKIB Ta BCTAHOBJIEHOI CHCTEMH YIpaBliHHA iH(OpMaIiiiHOIO Oe3meKo, 3TiTHO 3
BITYM3HSIHUMH Ta MXKHAPOJHAMH BUMOTaMHU Ta CTAaHIAPTaAMHU; .

I1P 45. 3acTtocoByBaTH pi3HI KJIAcH MOJITHK iHpopmauiiHoi Oe3neku Ta/ abo kibepOesnekw, 110
0a3yl0ThCsl Ha PU3UK-OPIEHTOBAHOMY KOHTPOJI1 IOCTYIy 10 1H(QOpMaIiifHUX aKTUBIB;

[P 46. 3pilicHIOBaTH aHai3 Ta MiHIMI3alil0 PU3MKIB 00poOku iH(popmamii B iHdopMariitHO-
TEeNEKOMYHIKAI[IHHUX CHUCTeMaX;

I[P 47. BupimyBatu 3ajmadi 3axucTy iHpopmarii, mo oO0pobaserbcs B iH(OpMAIiiHO-
TEeIEKOMYHIKAI[IHHUX CUCTeMaX 3 BUKOPHUCTAHHSAM CYJaCHUX METO/IIB Ta 3ac00iB KpUNITOTpadiaHOTrO
3axucTy iHhopMarlii;

I[P 48. BuKOHYBaTHM BNPOBAHPKCHHS Ta MIATPUMKY CHCTEM BHSIBJICHHS BTOPTHEHb Ta
BUKOPHUCTOBYBAaTH KOMIIOHEHTH KPHUNTOrpadiyHOro 3aXUCTy JUIsl 3a0e3nedeHHs] He0OX1IHOro piBHA




3axXuIeHOCTi iHdopmarlii B iHPopMaIliifHO-TEICKOMYHIKAIIMHIX CHUCTEMaX;

1P 49. 3abe3neuyBatu HaJle)KHE (PYHKIIIOHYBaHHS CHUCTEMH MOHITOPUHTY 1H(OpMAIIHUX pecypciB
1 mpotieciB B iH(opMaIiiHO-TEICKOMYHIKAIlIHHUX CUCTEMAX;

ITP 50. 3abesmeuyBatu) (YHKIIOHYBaHHS NPOTPaMHUX Ta IMPOTrpPaMHO-aNapaTHUX KOMILIEKCIB
BUSBIICHHS BTOPTHEHb PI3HUX PIBHIB Ta KiaciB (CTAaTUCTUYHHMX, CUTHATYPHUX, CTAaTHUCTUYHO-
CUTHaTypHUX );

IIP 51. miarpuMyBaTH mpane3daTHICTh Ta 3a0e3leuyBaTH KOH(ITYpYBaHHS CHUCTEM BUSBIICHHS
BTOPTHEHB B 1H(POPMAIITHO-TETCKOMYHIKAIIITHUX CUCTEMAX;

I[IP 52. BUKOpPUCTOBYBAaTHM I1HCTPYMEHTapiidi JJii MOHITOPUHTY TIpOIECiB B 1H(OpMAIiitHO-
TEJICKOMYHIKAIlIHUX CHCTEMAX;

[1P 53. BupimyBaTH 3a/1a4i aHai3y IPOrpaMHOTO KOJIy Ha HasiBHICTh MOKJIMBUX 3arpo3.

[P 54. ycBigoMiIIOBaTH LIHHOCTI TPOMAJISHCHKOTO (BUIBHOTO JEMOKPATUYHOIO) CYCIIIbCTBA Ta
HEOOX1IHICTh HOTO CTAJIOr0 PO3BHUTKY, BEPXOBEHCTBA MpaBa, IPaB 1 CBOOOI JIIOAUHH 1 TPOMATHUHA
B YKpaiHi.

8 — PecypcHe 3a0e3meueHHs peaJizallii nporpamMmu

Kanpose 3a6e3neuennst | Kagpose 3abesnedenns Bianosigae ynHHUM JIileH31HMM ymMoOBam
MPOBAXKEHHsSI OCBITHBOI [ISUIBHOCTI y cdepi BHUIIOI OCBITH Ta
0a3yeThbCs HAa HACTYITHUX NPUHITUITAX:

- BIJNOBIHOCTI HAyKOBHUX CIIELIaIbHOCTEH HayKOBO-TIEJArOriuHUX
MpaliBHUKIB OCBITHIM raiy3i 3HaHb Ta CIELiaIbHOCTI;

- 00OB’A3KOBOCTI Ta MEPIOAMYHOCTI TMPOXOKEHHS CTaKyBaHHS 1
I IBUIICHHS KBaTiiKaIlii BUKIaaadis;

- MOHITOPUHTY pIiBHS HAayKOBOI aKTUBHOCTI HAyKOBO-TICIArOTiYHHUX
MIpaIliBHUKIB;

- BIIPOBQ/DKEHHSI PE3YJIbTATIB CTAKYBaHHS Ta HAYKOBOI AisUTBHOCTI Y
OCBITHI mporiec.

MartepianbHo-TexHiuHe | MarepiadbHO-TeXHIUHE 3a0€3MEeUeHHs HABUYAJIBHUX MPUMIIIEHb Ta
3a0e3ne4yeHHs comiasibHa 1HQPACTPYKTypa VYHIBEPCHUTETY B TIOBHOMY 00Cs3i
BiamoBigae unHHUM JlineH3iiHuM ymoBaM. B ocBiTHbOMY mporieci
BUKOPUCTOBYETBCS  JUISI  TPOBEACHHS  JICKIIH  MYJIBTHMEIiHHE
oOJjafHaHHs, JUIS MPAKTUYHUX Ta JTAOOPATOPHHUX 3aHATh OOJaTHAHHS
nmabopaTopiii 1 cremiani3oBaHUX KaOIHETIB, a TaKOXK KOMIT FOTEPHUX

nabopaTopiii
Indopmaniiine Ta [Hpopmaniiine 3a0e3neyeHHs OCBITHBOI AIIBHOCTI y JIHIITpOBChKOMY
HABYAJbHO-METOHYHEe | HAllIOHAJbHOMY YHiBepcuTeTi imeHi Omecsi ['oHuapa peani3yeThbcs
3a0e3nevyeHHs yepe3 010110TeyHni (OH Ta BUKOPUCTAHHS CYYaCHUX KOMIT IOTEPHHUX

iHpOopMaLifHUX TEXHOJIOT1H.

VYHiBepcuTEeT Mae BIacHH BeO-caiiT 3a aapecoro http://dnu.dp.ua, ae
po3MmilieHo iHpopMalliiiHe Ta HaBYAIbHO-METOUYHE 3a0e3MeueHHS.
[ndopmariiitHe 3a06e3medeHHs IPYHTYETHCSI HA BUKOPUCTAHHI PECYpCIB:
3arajibHO YHIBEPCUTETCHKHUX Ta KadeapaabHUX O010JioTeK, Mepexi
Internet 3 BUIBHUM JTOCTYTNIOM, KOJIEKIIIH II(POBOTO PEMO3UTOPIIO.
HaBuanbHo-MeToanuHe 3a0e3MedYeHHs] 3aCHOBAHO Ha PO3POOJICHUX
JUTSE KOJKHOT JUCIMILTIHA POOOYNX HABYAIBHUX MPOTpamax, a TaKoxkK
mporpaMax MpPaKTHYHOI MiATOTOBKH 3a CIEIialdbHICTIO. B HasBHOCTI
3aBAaHHSA JUII  CaMOCTIHHOT  pPOOOTH  CTYJEHTIB, METOIWYHI
pexkoMeHpanii JUis BUKOHAaHHS KypCOBHUX Ta JUIJIOMHHUX poOIT
(MpoexTiB), MakeTH 3aBAaHb JUIsl TMPOBEACHHA PEKTOPCHKHUX Ta
KOMIUJIEKCHUX KOHTPOJIBHHX POOIT.

Kpurepii ormiHtoBaHHS 3HaHb Ta BMIHb CTYACHTIB pO3pOOJIEHO ISt
MOTOYHOTO, CEMECTPOBOTO Ta PEKTOPCHKOTO KOHTPOJIIO 3 KOXKHOI
JTUCITUTIIIHY, @ TAKOX JJIS TT1JICYMKOBOI aTecTallii 3a CreIriaabHICTIO

9 — AkageMiuHa MOOLJIBHICTD

HanionajbHa KpeaguTHA \Ha OCHOBI  JTBOCTOPOHHIX  JOTOBOpiB MK  JIHIMPOBCHKUM
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MOOLIBHICTE

HallloOHaTFHUM YyHiBepcuTeToM iMeHi Omecs ['oHuapa Ta 3akimagamu
BHIIO1 OCBITH YKpaiHH.

Mi:kHapoaHa KpeauTHA
MOOLJIBHICTEH

Ha ocnoBi nBocTroponHix nmoroBopiB Mk JHY Ta nHaB4anmbHHUMEH
3aKJIaJlaMu KpaiH-nlapTHEpiB

HaBuyanus inozeMHHX
3100yBa4iB BUIIOL
OCBITH

MosxnuBe, 32 YMOBH BUBUYEHHSI KypCYy YKpaiHCbKOI MOBU




2. Ilepestik KOMIIOHEHT OCBITHbO-TIPOGdeciliHOi MporpamMu Ta iX JoriyHa
MOCJII0BHICTH

2.1. Ilepenik komnoneHT OI1

Konm v/n KoMImoHeHTH OCBITHBOIT TpOrpamMu Kinexicts dopma IMocmizoBHICTE
(HaBYANBHI TUCIUIUTIHH, KYpCOBI KpPEeIUTIB | MiJCYMKOBOI'O BHUBUYEHHS,
MPOEKTH (POOOTH), IPAKTUKH, KOHTPOJTIO cemMecTp
kBastiikariitna pobora)
1 2 3 4 5
0006’23K08i KOMHOHEHMU:
I Iluka 3arajibHOI MiATOTOBKHU
OK 1.1 | ®i3uyHa KynbTypa T03aKpETUTHA 3aITK 1,23,45
OK 1.2 | Kynerypa Ykpaiau 3,0 3aITiK 1
Besneka xutremi OCTi Ta )
OK 1.3 . VHTT AULIBHOCTL T 4.0 3aIIK 5
IMBIIBHAN 3aXUCT
OK 1.4 | ®inocodis 3,0 eK3aMeH 4
VkpalHcbka MOBa 3a Ipodeciiiuum )
OK 1.5 P pod 3,0 . 3aTiK 1
CTIPSIMYBaHHSIM
Ino3emHa MoBa (aHricbKa/ )
oK16 | M ( 6,0 sarix 23
HiMelbKa/ ppaHIy3bpKa)
Peanizaris npas, cBo0OO 1 )
OK 1.7 3l pas, A ) 3,0 sautik 1
000B’SI3KIB TpOMaJITHUHA YKpaiHH
Ber 0 CIIEIaJIbHOCTI )
OK 1.8 Ly 1t 3,0 . 3aTiK 1
«Kibepbesnexa»
In MaIlliiHi Ta KOMYHIKaIliiHi .
OK 1.9 | lHnopmaui OMyHiKan 3.0 sanik 3
TexHoJorii B ranys3i «Kidepbe3nekay
OK 1.10 | OxopoHna nparii B rajuysi 3,0 €K3aMeH 7
Benoro 1 36
IT Inka npodeciiiHOl MiATOTOBKH
OK 2.1 | Buma maremaTnka 9,0 eK3aMcH 1,2
®Di3u4HI OCHOBU METO/IIB 3aXHCT
OK22 |. 2 OHO CTOMIB 3axHCTy 9,0 eK3aMEeH 2,3
1HbopMmartii
OK 2.3 | OcHOBU mpoTrpaMyBaHHS 14,0 eK3aMEeH 1,2
CranmapTtu iHbOpMAIHHOI Ta
OK24 raniap (I) pMat 4,0 eK3aMeH 3
KiOepHEeTUYHOT Oe31eKn
OK 2.5 | KoM toTepHa e1eKTpoHiKa 7,0 eK3aMeH 1
Kypcosa poboTa 3 JUCIUIIIIHA .
OK2.6 | ypeosab et 1,0 muc.3anix 1
«KoMmrm’'toTepHa eJeKTpoHiKay
OK 2.7 | Pusuku iHdopmariiitHoi 6e3nexu 4,0 eK3aMeH 3
HopMatuBHO-1IpaBOBE 3a0€3m€YeHHSs .
OK 2.8 op 0-IpaBoRe 3abesnede 5,0 3aJiK 2
KibepOe3nexu
TecryBaHHS 1H MalliifHo-
OK 2.9 CeTYBatA bopwmar o 4,0 eK3aMEeH 4
KOMYHIKAI[IHHUX TEXHOJIOT1i
XEMOTEXHIKA B CHCTEMAX 3aXHUCT
0K 2.10 C CMOTEXH cucere AXUCTY 7,0 eK3aMeH 34
1H(bopMmartii
KypcoBa po6oTa 3 TuCHUIIIiHA
OK 2.11 | «CxeMOTexHIKa B CUCTEMAaX 3aXUCTY 1,0 nud.3aiiK 4
iHpopMarii»
OK 2.12 | ba3u nangux Ta 0a3u 3HaHb 4.0 eK3aMeH 4
MeTtomu Ta 3acO0H 3aXHCT
OK 2.13 A y 8,0 eK3aMeH 5,6

iH}opmartii




OK 2.14 HporpaMH}" 3ac00M 3aXUCTy 8.0 3auTiK/ 5.6
iHpopmaii €K3aMeH
CraTUCTUYHHUN aHaITi3 Ta satik

OK 2.15 | monentoBaHHS BUMIPIB B CHCTEMax 8,0 45

. /ex3aMeH
3axXuCTy iHhOopMaIIii
Kypcora po6ota 3 auciururiiam

OK 2.16 «CraTucTUuHui aH‘aJ1‘13 Ta 1,0 . sai 5
MOJICJIIOBAHHS BUMIPIB B CHCTEMax
3axucTy iHopMaIii»

OK 2.17 Besmneka MizpemeBHx Ta IHTEPHET 8.0 eK3aMeH / 7,
TEXHOJIOT1H qud.3amiK 8

OK 2.18 | Teopis indopmartii Ta KoxyBaHHS 8,0 eK3aMeH 7,8

0K 2.19 Kypcopa‘p obora 3 JMCUHILTIHA 1,0 mud.3ammik 7
«Teopis iHopmalii Ta KOAYBaHHS

OK 2.20 KOMHHGKCHI CHUCTEMH 3aXUCTY 6,0 . sanix 8
iHdopmarrii

OK 201 HpoeKTy}zaHHa CHCTEM TEXHITHOTO 5.0 cK3aMelL 8
3axucTy iHdopMmarrii

0K 2.22 Hpor‘paMyBaHHs{ B ouctemax 8,0 eK3aMeH 5,6
TEXHIYHOTO 3aXHCTY iHpopMaIrii

. 3aiK / 6,

OK 2.23 | Ilpuknaana kpunrorpadis 7,0 cxaMeH 7

OK 2.24 HaBuyayibHa mpakTHKa: 3.0 . saix 9
00YHCITIOBAILHA

OK 2.25 BHpO6HHI.la TpaKtuka. 3,0 qad. 3aiK 6
TEXHOIOTIYHA

OK 2.26 | DBHpoOHuua npaKTuic; 6,0 mud. 3arik 8
31 CIIEIIANBHOCTI

Bcenoro 180

Buoipkogi komnonenmu:
2 Kypc

BK 1 Jucnumaina 1 5,0 mud. 3aiiK 3

BK 2 Jucummiina 2 5,0 mud. 3aTiK 3

BK 3 Jucuumiina 3 5,0 mud. 3aiiK 4

BK 4 Jucumnina 4 5,0 nud. 3amk 4

3 Kypc

BK 5 Jucuumiina 5 5,0 mud. 3aiiK 5

BK 6 Juciuriina 6 5,0 ud. 3aTiK 5

BK 7 Jucrumuiina 7 5,0 . 3aiK 6

BK 8 Juciurmaiza 8 5,0 ad. 3aTiK 6

4 kypc

BK 9 Juciuriina 9 5,0 mud. 3aTiK 7

BK 10 Juctmmriaa 10 5,0 nud. 3amk 7

BK 11 Jucnumaina 11 5,0 mud. 3a1iK 7

BK12 Juciuriina 12 5,0 ud. 3aTiK 8

3arajbHuii 00cAr 000B’ I3KOBUX KOMIIOHEHT 180 (75%)

3arajpHuii 06cAr BUOIPKOBHUX KOMIIOHEHT (AIUMCHMILIiH BUOOPY CTY/IEHTA) 60 (25%0)

3AT'AJIbHUM OBCST OCBITHBOI TPOI'PAMU 240

Ipumitka: 37100yBauyaM BHIIOI OCBITH MPOIOHYETHCS IPOBECTH BUOIP HABYATBHUX JUCLMILIIH HA OCHOBI ABOX MeperikiB BUOIPKOBUX KOMITOHEHT:

e  yHiBepcuTerchbKkuii BHOipkoBHii katanor(YBK), mo ckiamaetses i3 3araabHOYHIBEPCHTETCHKOTO IMEpetiKy ANUCIUILIIH, Ha OCHOBI SKOTO 3iMCHIOETHCS BHOIp
JIMCIUILTIH 11 popMyBaHHs 3araabHUX KommnerenTHocteil OIl, comialbHIX HAaBUYOK Ta CBITOTIISAY 33 BIACHUM ynonoOaHHsM. ITepeltik AMCIMILIIH PO3MINIyeThCst
Ha CaliTi yHIBepCHUTETY.

o  dakyiabsrerchbkuii BubipkoBuii katanor (PBK) — HaBuanpHi AucHMIUIiHN Tamy3eBo-npodeciiHoro cnpsMyBaHHS 31 creriansHocTel (akynbTeTy, 1o A03BOISIOTH
OTpUMATH npodeciiiHi HABMYKH 3 MEBHOI Tally3i 3HaHb M@ HABYAJIBHI JUCIUILTIHA TPOdECiHHOro CrpsMyBaHHs, 1[0 J03BOJIAIOTH OTPUMATH MOIHOJICHY MiZATOTOBKY
3a OCBITHBOIO NMPOrPaMOI0 if 3aKpimmor0Th HaOyTi (haxoBi KommeTeHTHOCTI Ha OCHOBI 3aCBO€HHS TUCHHMILTIH i3 aKyIbTETCHKOTO KaTanory ¢ OpMyHOThCS 3araabHO-
npodeciiini abo paxoBi KoMIeTeHTHOCTI. [Tepenik AMCIMIUIIH PO3MIILYEThCs Ha CaiiTi yHiBepcHTeTy/ (aKyibTery.




2.2. CtpyktypHO-jioriuna cxema OIl

Kypc | Cemectp KomMmmnoHeHTH OCBITHBOI ITporpamMu Kinpkicth KinbkicTh
KOMITOHCHTIB KOMIIOHEHTIB 3a
3a CeMecTp HaBYAJIbHHUN PiK
1 1 OK1.1,0K1.2,0K1.5,0K 1.7, OK 1.8, 9
OK2.1,0K2.3,0K 2.5, 0K 2.6 16
2 OK 1.1, OK 1.6,0K 2.1, 0K 2.2, OK 2.3, 7
OK 2.8, OK 2.24
2 3 OK1.1,0K 1.6, OK1.9,0K22,0K24., 9
OK 2.7, OK2.10,BK 1, BK 2 18
4 OK 1.1, OK 1.4, OK 2.9, OK 2.10, 9
OK 2.11, OK2.12, 0K2.15, BK 3, BK 4
3 5 OK 1.1, 0K 1.3, OK 2.13, OK 2.14, 9
OK2.15, OK16, OK 2.22,BK 5, BK 6 16
6 OK 2.13, 0K 2.14, OK 2.22, 7
OK 2.23, 0K 2.25, BK 7, BK 8
4 7 OK 1.10, OK 2.17, OK 2.18, OK 2.19, 8
OK 2.23, BK 9, BK 10, BK 11 15
8 OK2.17, OK2.18, OK?2.20,0K 2.21, 7
OK 2.26,0K 2.27, BK 12
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3. ®opma arecrauii 3100yBa4iB BHIIOI OCBITH

®opmu arecTauii
3100yBa4iB BUIIOL
oCBiTH

ATtectamiss  3IIACHIOETBCS Yy (GOpMiI  €IMHOTO  JIEPKABHOTO
KBaTi(iKaIIHHOTO ICIIUTY

Bumoru no
€1MHOI0
AepKABHOI0
kBajidikaniiiHoro
icnuTy

€nuHui JIep)kaBHUN KBali(iKamiMHUK ICOUT mependadae OI[iHIOBaHHS
JOCATHEHb PE3y/IbTaTiB HAaBYAHHS, BU3HAYCHHUX CTaHJAPTOM CIICIiaIbHOCTI
125 KibepOe3neka as nepiioro (0akaaaBpchbKOro) piBHsS BHIOI OCBITH Ta
OCBITHBOIO MPOTPAMOIO.




.

IIIOBITHOCTI MPOTPaMHHUX KOMIIETEHTHOCTEH KOMIIOHEHTAM OCBITHBLOI nporpamu
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5. MaTtpuns 3a0e3ne4yeHHs1 NPOrpaMHuX pe3yabraTiB HapyaHHd (IIP) BianoBitHMMM KOMIIOHEHTAMH OCBITHBOI IPOrpamMu

OK 1.1
OK 12
OK 13
OK 14
OK 15
OK 1.6
OK 17
OK 138
OK 1.9
OK 1.10
OK 2.1
OK 2.2
OK 2.3
OK24
OK 25
OK 2.6
OK 2.7
OK 28
OK 29
OK 2.10
OK 2.11
OK 2.12
OK 2.13
OK 2.14
OK 2.15
OK 2.16
OK 2.17
OK 2.18
OK 2.19
OK 2.20
OK 2.21
OK 2.22
OK 2.23
OK 2.24
OK 2.25
OK 2.26
OK 2.27

+
+

1P 1
IIP 2
TP 3 +
TP 4 + + + +
TP 5 + + +
TIP 6 + + + + + + + + + +
TP 7 + +
I1P 8
I1P 9 +
TIP 10
TP 11 + + +
TIP 12 +
IIP 13 + +
TIP 14 + + |+ [+ |+ | +
IIP 15 + + + +
IIP 16 + + + + + + +
TIP 17 + + + | + +
TIP 18 + | + | + + +
TIP 19 +
TIP 20 + + + + | +
I1P 21 +
TIP 22
T1P 23 +
TIP 24
T1P 25 +
TP 26 + | +
TIP 27 + + | +
I1P 28 + + +
TP 29 + | + + +
TIP 30 +
TIP 31
TIP 32 + +
TIP 33 + + | +
TIP 34 + +
T1P 35 +
TIP 36 + + | + | + + | + | +
TIP 37 + + + + |+ | +
T1P 38 + + + | +
TIP 39 +
TIP 40 + + + | + + | +
TIP 41 + +
TP 42 +
T1P 43 + + + +
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